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— ICMP MASQ
chain CONFIG _IP_MASQUERADE
REDIRECT
chain CONFIG _IP_TRANSPARENT _PROXY
socket
0o )
chain RETURN
chain chain chain
chain RETURN chain
ipchains IP Masquerade
ipchains-M[-L | -S][options]
-M,--masguerading
-L masquerading -S
masquerading
-S,-set tep tepfin udp
masquerading timeout
| pchains
ipchains

127 0 0 I(



) ICMP
$ipchains—A input—-s127 0 0 1-p icmp— DENY
(1) ICMP
127 0 0 1 (DENY)
ipchains ipchains-A

$ipchains-D input 1
input chains 1

$ipchains-D input—-s127 0 0 1-picmp-JDENY

TCP
WWW
( )
$ipchains-A input-p TCP—-s200 200 200 200-y -JDENY
200 200 200 200 TCP

$ipchains—A output -d 200 200 207 0 24-JREJECT
$ipchains -Aoutput-d200 200 208 0 24-JREJECT

200 200 207 * 200 200 208 *
$ipchains —N ppp-out
$ipchains —A output - ppp0 —J ppp-out

chains pppO0

$ipchains —A ppp-out -p TCP—d proxy.virtual.net 80 —t ox01 0x10
$ipchains—A ppp-out p TCP—d0 0 0 Otelnet—t ox01 0x10

proxy.virtua net WWW telnet
$ipchains—N ppp-in
$ipchains —A input -l ppp0 —J ppp-in

chains pppO0
$ipchains—A ppp-in—-s200 200 200 0 24-1-JDENY
200 200 200 O

$ipchains—A input - LO -JACCEPT

$ipchains —Pinput DENY

2

ipchains-L

ppp-out

ppp-in

LINUX

SYN

IPCHAINS
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UNIX NT

ITSEC TCSEC and Common Criteria(CC)
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NT
UNIX
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( SEC) BS 7799
BS 7799
BS 7799 1999
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[ ]
ITSEC http www.ltsec.gov.uk
(TCSEC)
(NCSC)
NCSE (TCSEC) (DOD) 5200 28
TCSEC A D D A
C
(DAC)
TCSEC ITSEC ITSEC (3] (E) TCSEC
Cc2 ITSEC F-C2E2
TCSEC
D MS-DOS
C1
c2
NT c2
81 AT&T
SYSTEMV ~ UNIXwithMLS IBMMVS/ESA
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WindOWSNT
WindowsNT NT
http www rootshell,com NT
NT
NT
NT
() NT
NT
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Bug
NT
NT
WindOWSNT
NT F NT

WindowsNT WindowsNT
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° - - Windows NT
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WindowsNT
WindowsNT
WindowsNT
WindowsNT
NT
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WindowsNT
(SID)
SID WindowsNT
SID SID
SID
CUP SID

S—1—5-163499331-18283675290-12989372637-500
SID  WindowsNT

SID SID
" WindowsN
Windows NT

WindowsNT
SID SID
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(ACE)
ACE
ACE
WindowsNT
Winlogon
DLL
(LSA)
(SSPi)
Netlogon
(SAM)
Winlogon

Netlogon

SID

ACE

NT



WinlOgon and GINA

Winlogon GINADLL GINADLL

GINA DLL

GINADLL

Winlogon HKLM software Microsoft windows NT\currentversion
winlogon GinaDLL DLL Winlogon DLL

WindowsNT DLL, MSGINA DLL NT
Winlogon GINA

(LSA)

HKLM System CurrentControlSet ControL LSA Authentication Packages

SID
(SSPI)
RFC2743 RFC2744 API
AP
GINA DLL
LSA SID
WindowsNT
Msnsspc.dil (MSN)
Msapsspc.dll (DRA) MSN
Schannel .DII ( VeriSign)
(SsL) (PCT)
Netiogon
Netlogon —
SID
(SAM)
WindowsNT



Unix

UNIX WindowsNT
NT— Regedt32
UNIX
UNI X
UNIX
Corndll RobertT Morris
Morris
CPU
UNIX
root
UNIX
WindowsNT UNIX
root
root
root
FTP Wu-ftpd  Sendmail

Windows NT UNIX
ITSEC TCSEC CC NT

UNIX
1988 11 2
UNIX
HACK
?
root
root
shell shell

"out-of-the-box"

Crond
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WindowsNT UNIX
NT

UNIX

UNIX—

UNIX WindowsNT

NT

LSA

passfilt dll



WindowsNT  ServicePack2 LSA
NotifcationPackages passfilt dll
passprop exe passfilt  dll
UNIX
UNIX etc passwd
UNIX root
(UID) 0 ( )
root Root
UNIX Root
Root etc passwd
UNIX
etc passwd
UNIX
WindOWSsNT
netuser netgroup
Peri  diff
administrator guest
( s
Windows NT

WindowsNT

UNIX



LSA

HKLM System CurrentControlSet Control LSA

UNIX

UNIX UNIX

$man 5 paSSwWord

PASSFILT

UNIX DES

uiD

GID

HOME

SHELL SHELL

Shadow
root root

UNIX

UNIX

LINUX

LINUX chage

etc shadow




chage-m 2-M 30-W 5 steven
steven

UNIX LINUX
var log messages
$greplogin var log messages

(PATH)
UNIX

UNIX

" shell

Bourne orkom Shell
$PATH=pathnamel pathname2 pathname3

n N

$export PATH
C shell
setpath  (pathnamel pathname2 pathname3)
UNIX profile
PATH= hin usr bin sbin  $HOME
Export PATH
who

$touch tmp testfile

who ¢
#include<stdio h>
main()

30
syslog
PATH
shell
"bin"
shell



system(“ usr bin who")
system(*  bin rm tmp testfile2> dev null” )
}

$gcc-O whowho ¢

profile
PATH= bin usr  bin shin $HOME
ExpoRT PATH

$who
testfile

I oot
root

SUN Solaris etc default login
CONSOLE= dev console

shell

shell
rkshshell KornShell shell
I O( > >>)

Path

Utmp
wtmp
° ulD

UN



last,who,write,login

( Internet )
UNIX syslogd
awk,grep,sed
Sydlog etc syslog conf
var admin loginlog -
UNIX
° etc  wtmp Berkerley (Solaris  HPboxes)
e var adm acct var adm pacct
° usr etc accton usr/lib  acct FREEBSD
° usr adm sulog su
° etc remote UucCP var spool uucp Admin
NT UNIX
UNIX



umask chmod
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WindOWSsNT
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(R) (W) (X) (D) P ©)
NTFS
®
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ALL ALL
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everyone
' everyone NT
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HTML
WindowsNT
WindowsNT Windows
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Lirmes pocuve 2.2,.14=5.0 8] Tus Mar 7 21:07:33 ] 2000 {686 wrEnoun
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ST — = B root root 409% Sep 12 01207 .

[rootBsscures fwoneld 1l -al 123

=== 1 root roat 0 Sap 12 01:07 123
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08 41

Is-la

bashrc_profile

230

TimeStamp
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init

d

linuxconf

123 1s

linux

linuxconf

Rwx
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Rwx

Root

Root

43

Time Stamp

->

usr lib
linuxconf
redhat
scripts
linuxconf

Theumask
Umask

UNIX
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666( )

777( ) Umask
"mask" 022 AND 0666
AND 0644
UMASK 077
umask 037
The chmod
Chmod

chmod 666 filename

chmod a+rwx filname

Chmod
u
6
O
A
+

UuiD GID
— 16
( )
uiD GID uiD etc passwd

GID etc  Group



CPU I O (PID)

PID UiD GI1D
UiD GID UiD GID UiD GID (
) UiD GID
UNIX
SETUID SETGID
UNIX UuiD GID uiD
SUID(set-uidorsetuid) GID SGID(set-gid or setgid)
UiD GID SUID SGID
3—9 uiD SID
UNIX uID
S
S setuid x)
UNIX UID
s
S setgid x)
‘ UNIX
UNIX
t
16 setuid 12 setgid 11
10 SUID SGID passwd
root SUID
SGID

NT LINUX



WindowsNT UNIX

[ ]
° WindowsNT
[ ]
° UNIX rlogin NIS NFS
sniffer
IP
Spoofing or masquer ade attacks (

Replay attacks
checksums

( flood)



Trapdoor attacks trapdoor

SUID root
trapdoor
UNIX root kit
email etc shadow email
Solaris Linux
(keylogger)
E-mail Keylogger
[ ]
[ ]
[ ]
[ ]
° WEB URL
[ ]
http www,keyloggers com for Windows NT 2000 keylogger
forUNIX LINUX http://www.multimania.com/cdc/keylogger.htm
WindOWSNT
WindowsNT
WindowsNT WindowsNT4 0
WINNT
WEB

administrator Guest


http://www.multimania.com/cdc/keylogger.htm

[USER—MACHINENAME s

WindowsNT CS,DS
ADMINS$ SYSTEMROOT
HKLM
System CurrentControlSet Service LanManServer Parameters AutoShareServer
DWORD 0 - Windows
NTWorkstation AutoShareWks
UNIX
UNIX
’ UNIX
e rlogin
° (NIS)
° (NFS)
Therlogin
rlogin BerkeleyUNIX
rlogin rlogin
LINUX
etc  hosts.equiv( )
rhost
rlogin etc hosts equiv
( rhosts)
rhost rlogin
rlogin —1 —
rlogin TCP 513 etc services
Telnet riogin

Telnet TCP IP Telnet



rlogin rlogind rlogin
Rcp rsh rlogin

rlogin etc hosts equiv
- rlogind etc hosts equiv
hosts equiv
novas.com
-@training
+@finance
“ noyas.com”
noyas
-@trainning +@finance
NIS
(NIS) NIS SUN
NFS NFS
mount
NIS UNIX
NIS
UNIX —
NIS
NIS
NIS
LINUX,AIX,HP-UX Sun NIS+ NIS+
NIS
NIS
NIS —

RPC RPC


mailto:+@finance

° wrapper IP

° RPC
° "secure RPC" RPC
ypbind ypserv
NIS ypbind ( Linux ) ypbind
NIS IP etc yp conf
NIS NIS ypcat
NIS shadow
( tcpdump) shadow
yppasswdd
TCPWTrapper
Linux host alow hosts deny
RPC etc hosts allow
Portmgp XXX XXX XXX XXX
XXX XXX XXX XXX IP etc hosts deny
Securenet
NIS SunNIS Linux Securenet
NIS
#Pound signs denote comment lines
netmask network
IP
— Securenet
#
# securenets

#ThiS file defines the access rights tO your

#NIS server for NISclients Thisfile contains netmask  network
#A clients | P address needs tO match with at least one Of those

#

#0One can use the word“host”  instead Of a netmask Of

#255 255 255 255 Only IPaddressesareallowedin This
#file not hostnames



NIS+

NIS+

#
#Always allow access for localhost
255 0 0 O 127 0 0 O

#Thisline gives access tO everybody Please Adjustl

NIS+

NFS

Solaris UNIX

DNS

NIS+

NIS

NIS+

NIS+

NIS

NIS+

root

NIS+ fuwq

0 00O 0 00O
#ThiSline allows accesstO anyoneOnthe 198 168 1 O
#subnetwork
255 255 255 0198 168 1 O
Securenets
SunMicrosystems NIS+ NIS
NIS /
Linux
NIS —
° NIS+ NIS
° NIS
° NIS
NIS+
([ ]
[ ]
NIS+
NIS
° NIS+
° NIS+ NIS
° N1S+
shadow
NIS+
NIS+
NIS

NIS+

NIS+

NIS

NIS+

NIS

NIS

N1S+

NIS

NIS+
NIS



(NFS) UNIX SunMicrosystems
UNIX —
° NFS
mount
NIS NFS
° NFS
° NFS
UNIX NFS
NFS
NFS
NFS
NFS
mount NFS
ID nfs_server export home nfs —
_client home nfs_server export home usr UiD 501
nfs cLlent home user uUID501 UID501
uID501 uUID501 ID
SecureRPC
etc  exports psycho
UiD 1001
Secure RPC NFS
Secure RPC
“ conversationkey” conversationkey
RPC conversation key
NFS
NFS —
e RPC RPC NFS
e Secure RPC Secure RPC Sun
e NFS Secure RPC
TCPdump NFS
NFS

UNIX Windows



keylogger Windows
UNIX
rlogin NIS NFS
NT UNIX—
° HotFix
° WindowsNT
° UNIX TCPWrapper MD5
° WindowsNT
PatChes Fixes
patch
fIx
fix WindowsNT Linux patches fixes

Microsoft service packs

WindowsNT

service pack
Pack
Service Pack
www microsofi com ntserver
ServicePack
Service Pack6
ServicePack6

Red Hat Linux

Service Pack5

Service Pack6a Service
Hot Fixes
NT Service Pack

WindowsNT4 0 ServicePack

Service Pack5
Service Pack6a



UNIX
RedHat

fix JI www

WindowsNT
WindowsNT

RedButton

WindowsNT
Config
Repair NTFS
regedt32

regedt32 regedt32

redhat com corp support

Linux
RedHatLinux
erratao

NTFS

WINNT  System32
WINN

regedt32
run

WindowsNT

HKEY_LOCAL_MACHINE




HKEY_USERS

° Default CTRL+ALT+DELETE

. (SID)

HKEY_ CURRENT_ USER

WINNT Profiles username
NTUser Dat HKLM key

HKU SID

HKEY_ CLASSES_ ROOT

HKLM Sofiware Classes

HKEY CURRENT CONFIG

HKLM ~ SOFTWARE  USYSTEM

HKLM HKLM
HKLM
HKLM
Windows NT
Hardware
SAM
SAM Windows NT API
B} SAM
Security
Software
System




DAC

Everyone
WindOWSNT
WindowsNT
WindowsNT WindowsNT
WindowsNT
Windows NT OS 2 Posix

Windows NT Resource Kit C2Config 1

0S 2 Posix




OS 2 Posix

WindowsNT
Server NetBIOS
WindowsNT
Windows NT
TCP IP
DNS TCP 53
MS UDPI37 138 TCPI39
MS RPC TCP 135 UDP 135
MSRPC(secondary) UDP 1028
MSSQLServer TCP 1433
SNMP TCPI61 162 UDP 161 162
c2
WindowsNT WindowsNT
WindowsNT ServerM essageBlock(SMB) NetBIOS

SMB
2SI — TCP £iE

v

METE

v

HAL— 1 SMB <55

.i’JE‘ I‘ﬁ] A "y/ :

WindowsNT



PCNetwork Program1 O
MicrosoftNetworks1 03
LanManl O

LM 1 2X002
LanMan2 1
WindowsNTLMO 12

SMB
SMB
SMB
SMB Everyone
Everyone
Everyone HKLM
System CurrentControlSet control LSA  RestrictAnonymous 1
WindowsNTworkstation LAN Manager
Windows95 98 WindowsforWorkgroups LANManager

SMB SMB

LANManager
HKLM System CurrentControlSet Control LSA LMCompatibilityLevel
0 WindowsNT LM 1

LM
SMB WindowsNT
I Windows95 98
WindowsforWorkgroups

HKLM System cunentCOnNtrOIl Set SerVices LanManServe\Parameters
RequireSecuhtysignature 0 1

HKLM  System  CurrentControlSet  Serivces Rdr  Parameters
RequireSecuritySignatures 0 I

WindowsNT

WindowsNT
WindowsNT

HKLM



System ctirrentControlSet  Control Print  Providers LanMan Print REG

DWORD AddPrintDrivers [

HKLM
Sofiware  Microsofi  Windows NTXCurrentVersions Windlogon REG SZ
DontDisplayL astUserName 1
HKLM System currentControlSet Control Session Manager REG—

DWORD ProtectionMode

WindowsNT

HKLM System CurrentContrioSet Control

1

Session Manager Memory Management

REG DWORD ClearPageFileAtShutdown 1

Windows NT

WindowsNT
James
James
James
HKLM Microsofi WindowsNT

REG DWORD CachelogonsCount

WindowsNT

James
WindowsNT

Windows NT
CurrentVersion Winlogon
0



HKLM System CurrentControlSet Services Schedule

HKLM CurrentControiSet Contro!

LSA SubmitControl

HKLM  Sofiware Microsofi  WindowsNTkCurrentVersion  Windlogon

UNIX

REG Sz AllocateFl oppies
AllocateCDRoms
FloppyL ock
UNI X
UNIX
TFTP SMTP FTP Telnet
TFTP
(tftp)
X
TFTP
Sendmail SMTP
UNIX sendmail
sendmail UNIX
sendmail
SMTP 25
sendmail

etc inetd conf

TFTP

(SMTP)
root

root

WindowsNT

- Windows NT Resource Kit



inetd conf inetd

etc fipusers FTP
FTP
Internet Telnet
FTP UNIX bin shin usr bsd usr uch
TCPWrapper
TCPWrapper ” " TCP
TCPWrapper
TCPWrapper
e telnetd
e fipd
e rlogind
e takd
e fingerd
TCPWrapper UNIX
Telnet Telnetd Telnet
TCP segment IP
IP datagram IP IP TCP
TCPWrapper
TCPWrapper inet (inetd) TCP (
in telnetd) inet
’ TCPWrapper inetd
tcpd tcpd
TCPWrapper
TCPWrapper UNIX
TCPWrapper etc hosts alow etc
hosts deny server client
etc hosts alow server client

etc hosts deny
etc hosts alow etc hosts deny



° UNIX [T 1]

ALL
LOCAL
UNKNOWN
TCPWrapper banner

) P ( )
DPARANOID TCPWrapper

TCPWrapper DNS IP

TCPWrapper DNS P DNS DNS
DNS IP IP
IP TCPWrapper
TCPWrapper banner
Tepd TCPWrapper
e  Tcpdchk
e Tcpdmatch
e Safe-finger finger
e Try-from
5(MD5)
MD5
MD5 128
MD5 RSA
MD5 '
ftp fip rsa com pub md5 doc
WindOWSNT
WindowsNT

WindowsNT



NTFS
FAT WindowsNT

WindowsNT UNIX
fix WindowsNT
UNIX TCPWrapper MD5 WindowsNT
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Web DNS FTP

“ ethical hacker” *“ white hat hacker” 1BM- ethical hacking
division AxentTigerTeam

IT

NMAP SATAN



“ roadmap” “ framework”

Internet Procedure

Web




SMTP
HTTP
FTP

CheckPointFirewall-1
AxcentRaptor CyberGuardGuardianFirewall

1999CSl FBI
Axcent NetRecon
IntruderAlert EnterpriseSecurityManager eTrustlntrusionDetection,| nternetSecurity Systems
InternetScanner  NetworkAssociatesCyberCopScanner



- eTrust
IntrusionDetection(www cai com ) NetworkFlightRecorder( www nfr com ) Axent NET
PrOwler (www axent com)
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| Manager system
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SNMP InternetSecuritySystems  Axent
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Ping
Telnet SNMP

Pai C C Java

“ Hacker-in-a-box”

Whois
Whois( finger) internet whois Internet
Email
whois server InternlC Whois
Whois primary
secondary
nSIOOkUp
DNS ] nsiookup whois

nslookup secondaryDNS
DNS
° DNS IP
[ ]
° mail  companya,com

www companyb com print companyc com



nslookup

D whois Linux whoiswebmaster,com cn
2 primary slaveDNS DNS
ns webmaster,com CB
3 — nslookup DNS
serverns  webmaster,com CB DNS
(@] DNS 1swebmaster,com cn DNS
JDNS DNS
ping
traceroute
host
Host UNIX Internet IP
host —F
([ ]
([ ]
([ ]
-1 -t DNSi~
ciwcertified com
host -t mxciwcertified com UNIX
TraceroUte(tracert)
Traceroute
UNIX Novell WindowsNT
TCP IP traceroute —
traceroute Internet
traceroute
Plng
Ping Web IP
HTTP IP Ping Ping IP

— ping



Ping IP WS_PingProPack Ping
Ping Rhin09Pinger

ping IP
UDP TCP
192 168 1 10 SMTP Telnet 192 168 1 12
FTP 192 168 1 14 192 168 1 16
SMTP Microsoft UDPI37 TCPI38 139

I Port Scannerl 1
IP UltraScan
Ping NetScan PingPro
ping

2-9 PingPro Microsoft
Ping Pro TCP UDPI35 Microsoft
UDPI37 138 139 UNIX
Novell AppleTalk Ping Pro

NMAP UNIX TCP IP
Http WWW  insecure,org
checkos,queso SATAN

TCP IP

TCP IP



TCP IP

TCP IP 1P
FIN ( ACK SYN )
o  MicrosoftWindowsNT 98,95, 3 1l
e FreeBSD
e CISCO
e HP UX
TCP 2 0 35
LINUX
LINUX
e |[ICMP
° (TOS)
e TCP IP
° SYNFLOOD
e TCP TCP SYN NMAP
SYN
NMAP
NMAP
TCP IP NMAP FYODOR
NMAP (
Novell UNIX Linux NT) ( CISCO 3COM HP)
NMAP (fragment scans)
FIN (-sF) Xmastree (-sX) NULL (-sN) TCP
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. e B A e
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Fart Stats SErylice
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hot fix
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WordPerfect(WPD)
° MicrosoftExcel
° M crosoftPowerPoint

Axeet NetRecon

NetRecon Windows NT NetRecon
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NetRecon
NetRecon
Web (http www.axent.com ) Reprots view
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NetRecon~
e Finger
e  GameOver( )
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° SMTP DNS FTP HTTP SOCKS sendmail
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CyberCopScanner NetworkAssociates Sniffer
NetXRay) NetRecon CyberCop Scanner
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Axent
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I nternet Security Systems

Internet Security Systems Internet
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| SS I nternet Scanner

UNIX NT AxentNetRecon WebTrends Security Analyzer
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