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1) get - request
2) get - next -request
“ next ”
3) set - request
4) get -response
3
5trap
3
3 get get-next set 25-1 5
SNMP SNMP
get-request UDP 161
get-response
get-next-request UDP 161
get-response
set-request UDP 161
- get-response
UDP 162. trap
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4 -
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3 UDP 161 Trap UDP
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25-2 SNMP
PDU
25-4 0 get-request
1 get-next-request
2 get-response
3 set-request
4 trap
noSuchName readOnly badVal ue 25-3 SNMP PDU
0 noError
1 tooBig SNMP
2 noSuchName
3 badvalue set
4 readOnly
5 genErr
25-4 SNMP
get get-next set get
get - next
trap PDU 4  SNMP 25.10
trap
25.3
SNMP
e | NTEGER
IP
2 UDP TCP 0 65535

* OCTER STRI NG

0 8 bit 0~255
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25 S\NMP
BER
NULL
e DisplayString O 8 bit ASCII 26.4 ASCII
MIB-11 255 0
« OBJECT | DENTI FI ER
« NULL get get-next
NULL
* | pAddress 4 OCTER STRING IP
IP
» PhysAddress OCTER STRING 6
+ Count er 0 2%-1 4294976 295 0
* Gauge 0 4294 976 295( )
MIB tcpCurrEstab
ESTABLISHED CLOSE WAIT TCP
o Ti meTi cks , 0.01
MIB
sysUpTi me
* SEQUENCE C “ structure’ SEQUENCE
0 ASN.1 MIB
UdpEntry “ " UDP “ "
1) | pAddr ess udpLocal Addr ess IP
2) | NTEGER udpLocal Port 0 65535
 SEQUENDE COF
SNMP
SEQUENCE
udpTabl e UDP (listener)
SEQUENCE UdpEntry 25-5
udpL ocal Address udpLocalPort
SEQUENCE )
IpAddress 0~65535 (UdpEntry)
SEQUENCE OF
UdpEntry
/
25-5 udpTabl e
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TCP/IP 1
SNMP 25.7 get-next
25.6
get set
25.4
o DNS
14-1 Unix root
Unix
25-6 SNMP MIB 1.3.6.1.2.1
1.3.6.1.2.1 iso.org.dod.
internet.ment. mb
MIB 136.121
root
ccitt(0) iso(1) joint-iso-ccitt(2)
org(3)
dod(6)
e | :
: internet(l) <« 1.3.6.1 :
| i
| |
: directory(l) mgmt(2) experimental(3) private(4) i
1
| | |
: mib(l) «13.6.12.1 enterprises(1) :
] |
1 |
1 |
E system(l}) interfaces(2) at(3) ip(4) icmp(S) " tepl6) udp(7) :
/N /IN /N /IN/IN /N /N !
| I
bommmmm oo fermetMI """ """ TT T T TTTTToooooo -
25-6
25-6 m b i so.org.dod.internet.
private.enterprises 136.14.1 Assigned
Number RFC 400

25.5

MIB
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25 SNMP

RFC 1213 [McColghrie  Rose 1991]
25-6 MIB system interfaces at

UDP

UDP instance identification

(lexicographic ordering)

25.8 MIB MIB

25-6 udp mb 25-7 UDP
I

mib(1)

udp(7) «13.6.121.7

D

udpInDatagrams(l) udpNoPorts(2) udpInErrors(3) udpOutDatagrams(4) udpTable(5)

udpEntry(l)

udpLocalAddress(l) udpLocalPort(2)

25-7 UDP

4 1 25-8

R/W

udpInDatagrams |Counter UDP
udpNoPorts Counter UDP

udpInErrors Counter UDP ( )

udpOutDatagrams [Counter UDP

25-8 UDP

25-8 MIB “ RIW”
13 R/WH
UDP INTEGET
UDP
25-9 udpTabl e

MIB-II

UDP =<udpL ocal Address>.<udpL ocal Port>

R/W

udpLocalAddress |IpAddress IP 0.0.0.0

udpLocalPort [0..65535]

25-9 udpTabl e

SNMP MIB 1
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Case
25-8 3 Case MIB
25-10 UDP Case
________ e Rl
udpInDatagrams —
udpNoPorts -a—
udpInErrors -e— — udpOutDatagrams
________ S TR
P
25-10 UDP Case
UDP udpl nDat agr ans IP
UDP UDP udpl nError udpNoPorts IP
UDP udpCQut Dat agr ans UDP
udpl nDat agr am udpl nError udpNoPorts
MIB Case
[Rose 1994] MIB Case
25.6
MIB MIB
SNMP 25-7 25-8
259 mb udp udpTable udpEntry
25.6.1
“0r 25-8
udpl nDat agr ans 1.3.6.1.21.7.1 1.3.6.1.2.1.7.1.0
i so.org.dod.internet.ngnt.mb.udp. udpl nDat agrans. 0
udpl nDat agranms. 0
SNMP 25-2 1.3.6.1.2.1.7.1.0
25.6.2
25-8 UDP
MIB UDP MIB
udpLocal Addr ess IP udpLocal Port

25-9 1
UDP 3 1 P 0.0.0.0 67 2 P
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25 NMP
0.0.0.0 161 3 IP 0.0.0.0 udplocalAddress udplocalPort
520 o511 0.0.00 67
67 BOOTP 0.0.0.0 161
161 SNMP 520 RIP 0.0.00 520
UDP 3 25-
25-11 UDP
12
25.6.3
MIB MIB
25-12 6 25-13
1 1.3.6.1.2.1.7.5.1.1.0.0.0.0.67 udplocalAddress.0.0.0.0.67 0.0.0.0
1.3.6.1.2.1.7.5.1.2.0.0.0.0.67 udpLocalPort.0.0.0.0.67 67
2 1.3.6.1.2.1.7.5.1.1.0.0.0.0.161 | udpLocalAddress.0.0.0.0.161 | 0.0.0.0
1.3.6.1.2.1.7.5.1.2.0.0.0.0.161 | udpLocalPort.0.0.0.0.161 161
3 1.3.6.1.2.1.7.5.1.1.0.0.0.0.520 | udpLocalAddress.0.0.0.0.520 | 0.0.0.0
1.3.6.1.2.1.7.5.1.2.0.0.0.0.520 | udpLocalPort.0.0.0.0.520 520
25-12 UDP
( )
1.3.6.1.2.1.7.5.1.1.0.0.0.0.67 udpLocalAddress.0.0.0.0.67 0.0.0.0
1 1.3.6.1.2.1.7.5.1.1.0.0.0.0.161 | udpLocalAddress.0.0.0.0.161 | 0.0.0.0
1.3.6.1.2.1.7.5.1.1.0.0.0.0.520 | udpLocalAddress.0.0.0.0.520 | 0.0.0.0
1.3.6.1.2.1.7.5.1.2.0.0.0.0.67 udpLocalPort.0.0.0.0.67 67
2 1.3.6.1.2.1.7.5.1.2.0.0.0.0.161 | udpLocalPort.0.0.0.0.161 161
1.3.6.1.2.1.7.5.1.2.0.0.0.0.520 | udpLocalPort.0.0.0.0.520 520
25-13 UDP
1) udpLocal Addr ess
udpLocal Port udpLocalAddress udpLocalPort
“ " 0.0.0.0 67’ >
0.0.0.0 _.-1e1
0000 U-] s0 ¥
2) 25
13 67 161 161 520 2>-14
25-14 UDP . ” ubP
get - next “ "
25.7
SNMP
ISODE snnpi [Rose 1994]
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TCP/IP 1

25.7.1

UbP

sun % snmpi -a gateway -c secret

snmpi> get udpInDatagrams.0 udpNoPorts.0
udpInDatagrams.0=616168
udpNoPorts.0=33

snmpi> quit

-a -C SNMP
snnpi
gat eway
Snnpi snnpi > get
SNMP get -request quit
qui t
25-15 t cpdunp
1 0.0 sun.1024 > gateway.l6l: GetRequest (42)

1.3.6.1.2.1.7.1.0 1.3.6.1.2.1.7.2.0

2 0.348875 (0.3489) gateway.161 > sun.1024: GetResponse(46)
1.3.6.1.2.1.7.1.0=616168
1.3.6.1.2.1.7.2.0=33

25-15 SNMP t cpdunp
UDP UDP
SNMP
0
get - next
25.7.2 get-next
get - next MIB

UDP
UDP 1 2

sun % snmpi —a gateway -c secret

snmpi> next udp
udpInDatagrams.0=616318

snmpi> next udpInDatagrams.0
udpNoPorts.0=33

snmpi> next udpNoPorts.0
udpInErrors.0=0

get - next

get - next
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25 S\MP

MIB

25.7.3

* i UDP
udpTabl e
udpTabl e get - next

sun % snmpi —a gateway -c secret

snmpi> next udpTable
udpLocalAddress.0.0.0.0.67=0.0.0.0

snmpi> next udpLocalAddress. 67

0.
udpLocalAddress.0.0.0.0.161=0.
0.

[

snmpi> next udpLocalAddress. 61

0.0.0.

0.0.0

0.0.0.
udpLocalAddress.0.0.0.0.520=0.0.0.0
0.0.0.

snmpi> next udpLocalAddress.0. 520

udpLocalPort.0.0.0.0.67=67

snmpi> next udpLocalPort.0.0.0.0.67
udpLocalPort.0.0.0.0.161=161

snmpi> next udpLocalPort.0.0.0.0.161
udplLocalPort.0.0.0.0.520=520

snmpi> next udpLocalPort.0.0.0.0.520
snmpInPkts.0=59 UDP

get - next

snnpl nPkt s UbDP
25.8

MIB MIB system i f at
ip icnp tcp

25.8.1 system

system 7 25-16 system

net b

sun % snmpi —-a netb -c secret

snmpi> get sysDescr.0 sysObjectID.0 sysUpTime.0 sysServices.0
sysDescr.0="Epilogue Technology SNMP agent for Telebit NetBlazer"
sysObjectID.0=1.3.6.1.4.1.12.42.3.1

sysUpTime.0=22 days, 11 hours, 23 minutes, 2 seconds (194178200 timeticks)
sysServices.0=0xc<internet, transport>
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R/W
sysDescr DisplayString
sysObjectID ObjectID 1.3.6.1.4.1
sysUpTime TimeTicks
sysContact DisplayString .
sysName DisplayString . (FQDN)
sysLocation DisplayString .
sysServices [0 127] .
osl
0x01( ) 0x02 0x04
0x08 0x40
25-16 system
256  sysem internet.private.enterprises 136.141
Assigned Numbers RFC 12 Epilogue
sysServices 4 8
- RIW
25.8.2 interface ifNumber INTEGER
25- i
2517 17 if
22
25-18
sun 3.8
SLIP

sun % snmpi —-a sun

snmpi> next ifTable
ifIndex.1l=1

snmpi> get ifDescr.l ifType.l ifMtu.l ifSpeed.l ifPhysAddress.l
ifDescr.1="1e0"

ifType.l=ethernet-csmacd(6)

ifMtu.1=1500

ifSpeed.1=10000000

ifPhysAddress.1=0x08:00:20:03:£6:42

snmpi> next ifDescr.l ifType.l ifMtu.l ifSpeed.l ifPhysAddress.l
ifDescr.2="sl0"

ifType.2=propPointToPointSerial (22)

ifMtu.2=552

ifSpeed.2=0

ifPhysAddress.2=0x00:00:00:00:00:00

snmpi> next ifDescr.2 ifType.2 ifMtu.2 ifSpeed.2 ifPhysAddress.2
ifDescr.3="100"

ifType.3=softwareLoopback (24)

ifMtu.3=1536

ifSpeed.3=0

ifPhysAddress.3=0x00:00:00:00:00:00
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25 NMP
<IfIndex>
R/W
ifIndex INTEGER 1 ifNunber
ifDescr DisplayString
ifType INTEGER 6= 7=2802.3 9
=802.5 23=PPP 28=SLIP,
ifMtu INTEGER MTU
ifSpeed Gauge b/s
ifPhysAddress PhysAddress 0
if AdminStatus [1 3] . 1= 2= 3=
ifOperStatus [1 3] . 1= 2= 3=
ifLastChange TimeTicks sysUpTi ne
ifInOctets Counter
ifInUcastPkts Counter
ifInNUcastPkts Counter
ifInDiscards Counter
ifInErrors Counter
iflnUnknownProtos Counter
ifOutOctets Counter
ifOutUcastPkts Counter
ifOutNUcastPkts Counter
ifOutDiscards Counter
ifOutErrors Counter
ifOutQLen Gauge
ifSpecific ObjectID MIB
25-18 ifTabl e
1 get get - next 2
3 get - next

SLIP SLIP

SLIP
get - next “ "
“ next ifDescr.’l
25.8.3 at
MIB-II MIB-II
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TCP/IP 1
IP P
i pNet ToMedi aTabl e
3 25-19
snnpi (dump) ki netics
TCP/IP AppleTalk ARP
<atlfIndex>.1.<atNetAddress>
R/W
atlflndex INTEGER . i f1ndex
atPhysAddress PhysAddress . 0
atNetAddress NetworkAddress . 1P
25-19 at Tabl e
sun % snmpi —a kinetics -c secret dump at
atIfIndex.1.1.140.252.1.4=1
atIfIndex.1.1.140.252.1.22=1
atIfIndex.1.1.140.252.1.183=1
atIfIndex.2.1.140.252.6.4=2
atIfIndex.2.1.140.252.6.6=2
atPhysAddress.1.1.140.252.1.4=0xaa:00:04:00:f4:14
atPhysAddress.1.1.140.252.1.22=0x08:00:20:0£:2d:38
atPhysAddress.1.1.140.252.1.183=0x00:80:ad:03:6a:80
atPhysAddress.2.1.140.252.6.4=0x00:02:16:48
atPhysAddress.2.1.140.252.6.6=0x00:02:3c:48
atNetAddress.1.1.140.252.1.4=140.252.1.4
atNetAddress.1.1.140.252.1.22=140.252.1.22
atNetAddress.1.1.140.252.1.183=140.252.1.183
atNetAddress.2.1.140.252.6.4=140.252.6.4
atNetAddress.2.1.140.252.6.6=140.252.6.6
t cpdunp snnpi
get - next
atIfIndex atPhysAddress atNetAddress
a 1 0xaa:00:04:00:f4:14 | 140.252.1.4
_ 1 0x08:00:20:0£:2d:38 | 140.252.1.22
get next 1 0x00:80:ad:03:6a:80 | 140.252.1.183
2 0x00:02:16:48 140.252.6.4
2 0x00:02:3c:48 140.252.6.6
25-20
2 AppleTalk 25-20 a ARP
32 bit 48 hit
netb IP 140.252.1.183 netb
ki netics 140.252.1 ki netics ARP
SNMP
258.4 ip

ip 3

25-21
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25 SN\MP
R/W
ipForwarding [1 2] . 1 1P 2
ipDefault TTL INTEGER . TTL TTL
iplnReceives Counter 1P
iplnHdrErrors Counter
TTL
iplnAddrErrors Counter 1P
ipForwDatagrams Counter 1P
iplnUnknownProtos Counter 1P
iplnDiscards Counter
ipInDelivers Counter IP
ipOutRequests Counter 1P IP
i pFor wDat agr ans
ipOutDiscards Counter
ipOutNoRoutes Counter
ipReasmTimeout INTEGER
ipReasmReqds Counter IP
ipReasmOK s Counter 1P
ipReasmFails Counter 1P
ipFragOKs Counter 1P
ipFragFails Counter
IP
ipFragCreates Counter IP
ipRoutingDiscards Counter
25-21 ip
ip IP IP
5 25-22
IP <ipAdEntAddr>
R/W

ipAdEntAddr IpAddress 1P

ipAdEntIflndex INTEGER ifIndex

ipAdEntNetMask IpAddress 1P

ipAdEntBcastAddr [0 1] 1P

ipAdEntReasmM axSize [0 65535]

IP
25-22 IP i pAddr Tabl e
sun IP

sun % snmpi —a sun dump ipAddrTable
ipAdEntAddr.127.0.0.1=127.0.0.1

ipAdEntAddr.140.252.1.29=140.252.1.29

ipAdEntAddr.140.252.13.33=140.252.13.33
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127.
140
140

127
140.
140.

ipAdEntIfIndex. 0
ipAdEntIfIndex.

ipAdEntIfIndex.

ipAdEntNetMask. .0
ipAdEntNetMask.

ipAdEntNetMask.

ipAdEntBcastAddr.127
ipAdEntBcastAddr.140
ipAdEntBcastAddr.140

.0.
.252.
.252.

.0.
252,
252,

.0.
.252.1.29=1
.252.13.33=1

1=3
1.29=2
13.33=1

1=255.0.0.0

0.1=1

ipAdEntReasmMaxSize.127.0.0.1=65535
ipAdEntReasmMaxSize.140.252.1.29=65535
ipAdEntReasmMaxSize.140.252.13.33=65535

SLIP

1.29=255.255.255.0
13.33=255.255.255.224

25-18 IP 3.8
ifconfig
ip IP 9.2 25-23
IP
R/IW
i pRout eDest | pAddr ess . 1P 0.0.0.0
i pRout el f 1 ndex| | NTEGER . i flndex
i pRout eMetricl| |NTEGER .
ipRouteProto -1
i pRout eMetric2l | NTEGER .
i pRout eMetric3| | NTEGER .
i pRout eMetric4| | NTEGER .
i pRout eNext Hop| | pAddress . IP
i pRout eType | NTEGER . 1= 2= 3= 4=
i pRout ePr ot o | NTEGER 1= 4 =ICMP 8 =RIP,
13 = OSPF, 14 = BGP,
i pRout eAge | NTEGER .
i pRout eMask | pAddr ess . ipRouteDest IP
i pRout eMetric5l | NTEGER .
i pRout el nfo Obj ect 1 D . MIB
25-23 IP i pRout eTabl e
25-24 snmnpi dump i pRouteTabl e sun
5 5 -1
i pRout e
Dest IfIndex NextHop Type Proto Mask

0.0.0.0 2 140.252.1.183 (4 (1) | 0000

127.0.0.1 3 127.0.0.1 3) (1) | 255.255.255.255

140.252.1.183 2 140.252.1.29 (©)] (1) | 255.255.255.255

140.252.13.32 1 140.252.13.33 (3) (1) | 255.255.0.0

140.252.13.65 1 140.252.13.35 4) (1) | 255.255.255.255

25-24 sun IP
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25 SNMP
net st at 9.2
25-24 net st at
sun % netstat -rn
Routing tables
Destination Gateway Flags Refcent Use Interface
140.252.13.65 140.252.13.35 UGH 0 115 le0
127.0.0.1 127.0.0.1 UH 1 1107 100
140.252.1.183 140.252.1.29 UH 0 86 s10
default 140.252.1.183 UG 2 1628 s10
140.252.13.32 140.252.13.33 U 8 68359 le0
ip 25-25 at
IP
IP <ipNetToMedialflndex>.<ipNetToMediaNetAddress>
R/W
ipNetToMedialflndex INTEGER . iflndex
ipNetToM ediaPhysAddress PhysAddress .
ipNetToMediaNetAddress IpAddress . IP
ipNetToMediaType [1 4] . 1= 2=
3= 4=
25-25 IP i pNet ToMedi aTabl e
sun ARP
sun %arp -a
svr4 (140.252.13.34) at 0:0:c0:c2:9b: 26
bsdi (140.252.13.35) at 0:0:c0:6f:2d: 40
SNMP
sun % snmpi -a sun dump ipNetToMediaTable
ipNetToMediaIfIndex.1.140.252.13.34=1
ipNetToMediaIfIndex.1.140.252.13.35=1
ipNetToMediaPhysAddress.1.140.252.13.34=0x00:00:¢c0:c2:9b:26
ipNetToMediaPhysAddress.1.140.252.13.35=0x00:00:c0:6£:2d4:40
ipNetToMediaNetAddress.1.140.252.13.34=140.252.13.34
ipNetToMediaNetAddress.1.140.252.13.35=140.252.13.35
ipNetToMediaType.1.140.252.13.34=dynamic(3)
ipNetToMediaType.1.140.252.13.35=dynamic(3)
25.8.5 icnp
icnp 4 ICMP ICMP
22 ICMP 11 11
25-26
ICMP 6-3 15
SNMP
25.8.6 tcp
25-27 tcp 18-12 TCP
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R/W
i cnpl nMsgs Count er ICMP
i cnpl nErrors Count er ICMP
ICMP

i cnpl nDest Unr eachs Count er ICMP

i cnpl nTi meExcds Count er ICMP

i cnpl nPar nPr obs Count er ICMP

i cpl nSrcQuenchs Count er ICMP

i cnpl nRedirects Count er ICMP

i cnpl nEchos Count er ICMP

i cnpl nEchosReps Count er ICMP

i cnpl nTi meSt anps Count er ICMP

i cnpl nTi neSt anpReps | Count er ICMP

i cmpl nAddr Masks Count er ICMP

i cnpl nAddr MaskReps Count er ICMP

i cnpQut Msgs Count er ICMP

icnpQutErrors Count er ICMP

ICMP

i cnpQut Dest Unr eachs | Counter ICMP

i cnmpOut Ti meExcds Count er ICMP

i cmpOut Par nPr obs Count er ICMP

i cnpQut SrcQuenchs Count er ICMP

i cmpOut Redi rects Count er ICMP

i cnpQut Echos Count er ICMP

i cnpQut EchosReps Count er ICMP

i cnpQut Ti meSt anps Count er ICMP

i cpQut Ti neSt anpReps Count er ICMP

i cmpQut Addr Masks Count er ICMP

i cnpQut Addr MaskReps | Counter ICMP

25-26 icnp
R/W
tcpRt oAl gorithm| | NTEGER 1= 2=
RTO, 3=MIL-STD-1778 B, 4 =Van Jacobson
tcpRtoM n | NTEGER
t cpRt oMax | NTEGER
t cpMaxConn I NTEGER TCP -1
tcpActiveOpens Count er CLOSED SYN_SENT
t cpPassi veOpens | Counter LISTEN SYN_RCVD
tcpAttenpFails Count er SYN_SENT SYN_RCVD CLOSED
, SYN_RCVD LISTEN

tcpEst abReset s Count er ESTABLISHED CLOSE_WAIT CLOSED
tcpCurr Est ab Gauge ESTABLISHED CLOSE_WAIT
tcpl nSegs Count er
t cpQut Segs Count er
t cpRet ransSegs
tcplnErrs Count er ( )
tcpOut Rsts Count er RST

25-27 tcp
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sun tcp

sun % snmpi -a sun

snmpi> get tcpRtoAlgorithm.0 tcpRtoMin.O0 tcpRtoMax.0 tcpMaxConn.0

tcpRtoAlgorithm.O0=vanj(4)
tcpRtoMin. 0=200
tcpRtoMax.0=12800
tcpMaxConn. 0=-1

sun % snmpi —a sun dump tcpConnTable

Sun0S4.1.3 Van Jacobson
200 ms~12.8 s TCP 128 s
21 64 s
tcp TCP 25-28 TCP
5 IP
<tcpConnLocal Address>.<tcpConnLocal Port>.<tcpConnRemAddress>.<tcpConnRemPort>
R/W

tcpConnState [1 12] . 1=CLOSED, 2 =LISTEN, 3=
SYN_SENT, 4 = SYN_RCVD, 5 = ESTABLISHED,
6 = FIN_WAIT, 7=FIN_WAIT, 8= CLOSE_WAIT,
9 = LAST_ACK, 10 = CLOSING, 11 =
TIME_WAIT, 12 = TCB

12

tcpConnL ocal Address IpAddress IP 0.0.0.0

tcpConnL ocal Port [1 65535]

tcpConnRemAddress IpAddress 1P

tcpConnRemPort [1 65535]

25-28 TCP t cpGnnTabl e
sun
TCP
sun %rl ogin gem ni gemni IP 140.252.1.11
sun %r |l ogin |ocal host 1P 127.0.0.1
FTP 21

tcpConnState.0.0.0.0.21.0.0.0.0.0=1isten(2)
tcpConnState.127.0.0.1.23.127.0.0.1.1415=established(5)
tcpConnState.127.0.0.1.1415.127.0.0.1.23=established (5)
tcpConnState.140.252.1.29.1023.140.252.1.11.513=established (5)

tcpConnLocalAddress.0.0.0.0.21.0.0.0.0.0=0.0.0.0
tcpConnLocalAddress.127.0.0.1.23.127.0.0.1.1415=127.0.0.1
tcpConnLocalAddress.127.0.0.1.1415.127.0.0.1.23=127.0.0.1
tcpConnLocalAddress.140.252.1.29.1023.140.252.1.11.513=140.252.1.29



China=pubcom

TCP/IP 1

tcpConnLocalPort.0.0.0.0.21.0.0.0.0.0=21
tcpConnLocalPort.127.0.0.1.23.127.0.0.1.1415=23
tcpConnlLocalPort.127.0.0.1.1415.127.0.0.1.23=1415
tcpConnlocalPort.140.252.1.29.1023.140.252.1.11.513=1023

tcpConnRemAddress.0.0.0.0.21.0.0.0.0.0=0.0.0.0
tcpConnRemAddress.127.0.0.1.23.127.0.0.1.1415=127.0.0.1
tcpConnRemAddress.127.0.0.1.1415.127.0.0.1.23=127.0.0.1
tcpConnRemAddress.140.252.1.29.1023.140.252.1.11.513=140.252.1.11

tcpConnRemPort.0.0.0.0.21.0.0.0.0.0=0
tcpConnRemPort.127.0.0.1.23.127.0.0.1.1415=1415
tcpConnRemPort.127.0.0.1.1415.127.0.0.1.23=23
tcpConnRemPort .140.252.1.29.1023.140.252.1.11.513=513

riogin gem ni gem ni
1023 Telnet
1415 23
FTP IP 0.0.0.0
25.9
SNMP
25.9.1 MTU
11.6 netb sun SLIP MTU
SNMP MTU IP SLIP 140.252.1.29
i pRout el f 1 ndex SLIP MTU
SLIP

sun % snmpi -a netb -c secret

snmpi> get ipRouteIfIndex.140.252.1.29
ipRouteIfIndex.140.252.1.29=12

snmpi> get ifDescr.l12 ifType.1l2 1fMtu.12 .
ifDescr.12="Telebit NetBlazer dynamic dial virtual interface"

ifType.l2=other (1)
1ifMtu.12=1500

SLIP MTU 1500

259.2

14.4 DNS
1 IP IP
SNMP
IP
gem ni
Telnet

sun % telmet 140.252.1.11 daytime
Trying 140.252.1.11
Connected to 140.252.1.11.
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Escape character is '7]’.
Sat Mar 27 09:37:24 1993
Connection closed by foreign host.

sun % telnet 140.252.3.54 daytime
Trying 140.252.3.54 ...

Connected to 140.252.3.54.

Escape character is '"1'.

Sat Mar 27 09:37:35 1993
Connection closed by foreign host.

traceroute

sun % traceroute 140.252.1.11

traceroute to 140.252.1.11 (140.252.1.11), 30 hops max, 40 byte packets

1 netb (140.252.1.183) 299 ms 234 ms 233 ms
2 gemini (140.252.1.11) 233 ms 228 ms 234 ms

sun % traceroute 140.252.3.54

traceroute to 140.252.3.54 (140.252.3.54), 30 hops max, 40 byte packets

1 netb (140.252.1.183) 245 ms 212 ms 234 ms
2 swnrt (140.252.1.6) 233 ms 229 ms 234 ms
3 gemini (140.252.3.54) 234 ms 233 ms 234 ms

140.252.3
25-29 traceroute gem ni
swnrt 140.252.3 140.252.1
4-6 netb ARP sun
140.252.1 sun netb SLIP
25-29 Telnet 140.252.3.54
gem ni  netb 8.5
traceroute
sun % traceroute —-g 140.252.3.54 sun
traceroute to sun (140.252.13.33), 30 hops max, 40 byte packets
1 netb (140.252.1.183) 244 ms 256 ms 234 ms
2 * * *
3 gemini (140.252.3.54) 285 ms 227 ms 234 ms
4 netb (140.252.1.183) 263 ms 259 ms 294 ms
5 sun (140.252.13.33) 534 ms 498 ms 504 ms
S\Nnrt :‘_ __________ _‘ 140.252.3
traceroute b —
Swnrt 2 gemini swnrt
i 111 4 1.6
H4--» ‘____..o
L 140.252.1
ICMP traceroute Hi
o VL
gem ni (TTL 3,4 5) bl
netb
netb swnrt )
1
SNMP netb §1 L1
140.252.3 sun
net b swnr t gemi ni

get 25-29
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sun %snmpi -a netb -c secret get ipRouteNextHop.140.252.3.0
i pRout eNext Hop. 140. 252. 3. 0=140. 252. 1. 6

netb swnrt
gemi ni net b gem ni
140.252.1.29 140.252.1 gem ni
gem ni
140.253.3 swnrt
25.10 Trap
trap
25-1
trap 162
25-2 trap PDU t cpdunp
6 trap 7 trap
25-30 trap trap
trap
0 coldStart
1 warmsStart
2 linkDown 25-18
3 linkUp 25-18
4 authenticationFailure SNMP
5 egpNeighborLoss EGP
IP
6 enterpriseSpecific trap
25-30 trap
t cpdunp trap sun SNMP
coldStart trap trap bsdi
trap t cpdunp 25-1
trap
trap snnpi
aut henticati onFail ure trap 25-31
1 0.0 sun.snmp > bsdi.snmp-trap: C=traps Trap (28)
E:unix.1.2.5 [140.252.13.33] coldStart 20
2 18.86 (18.86) sun.snmp > bsdi.snmp-trap: C=traps Trap(29)
E:unix.1.2.5 [140.252.13.33] authenticationFailure 1907
25-31 tcpdunp SNMP trap
UDP SNMP 161
snmp 162 snmp-trap

C=traps trap ISODE SNMP
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25  SNMP
1 Trap 28 2 Trap 29 PDU
E:unix.1.2.5
sysObjiectlD 25-6 1.3.6.1.4.1 iso.org.dod.internet.private.
ent er par ses 13.6.141.4125
uni x. agent s. f our BSD-i sode. 5 ‘5 ISODE
trap
IP 140.252.13.33
1 trap col dSt art 2 aut henticationFailure
trap 0 4 25-30 trap
0
20 1907 Ti meTi cks
trap trap
trap 200 ms t cpdunp 2 trap 1 trap
18.86s 1907 200 ms
25-2 trap
25.11 ASN.1 BER
SNMP ASN.1 Abstract Syntax Notation 1 SNMP
BER Basic Encoding Rule SNMP
ASN.1 BER
SNMP
[Rose 1990] 8 ASN.1 BER
ASN.1 MIB
SNMP ASN.1 SMI ipAddress
ASN.1
| pAddress ::=
[ APPLI CATI ON 0] -- in network-byte order
I MPLI CI' T OCTET STRING (Sl ZE (4))
MIB

udpNoPorts OBJECT-TYPE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

DESCRIPTION .
"The total number of received UDP datagrams for which

there was no application at the destination port."
::= { udp 2 }
SEQUENCE SEQUENCE OF
ASN.1 SNMP

BER 64 BER 3

ASN.1 BER SNMP
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25.12 SNMPv2

1993

1994
1) SNMPv2
2)
3

MIB
4) SNMPv2

[Routhier 1993]

25.13

SNMP

SNMP
SNMP

SNMP get - next

UbP

SNMP

251

25.2 get - next

SNMP 11 RFC RFC 1441 [Case et a. 1993]
SNMPv2 [Stallings 1993; Rose 1994]  SNMPv2
SNMPv2 B.3  [Rose 1994]

SNMPv1l SNMPv2
get - bul k-request

i nform request

MIB SNMPv2 MIB SNMPv2-M2M MIB
SNMPv1 SNMPv1
SNMP v2
SNMPv2 SNMP
SNMPv1 SNMPv2
SNMP SNMP - MIB
SNMP
SNMP system interface addresstrandation 1P ICMP TCP
MTU
SNMP trap
ASN.1 BER
SNMP
UDP 161 162
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