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28 SMTP:

28.1
e-mail [Caceres et al.1991] TCP
SMTP (Simple Mail Transfer Protocol)
FTP [Paxson 1993] 1500
28-1 TCP/IP
r———--- a
C O— ' —
Lo om J
TCP
TCP 25
r——-—=-=--- N -
o
R 4
28-1 Internet
user agent Unix
MH Berkeley Mail, EIm Mush
TCP MTA Message Transfer Agent
Unix MTA Sendmail MTA
MTA
MTA TCP
RFC 821 [Postel 1982] SMTP TCP MTA
RFC 822 [Crocker 1982] MTA RFC 821
28.2 SMTP
MTA NVT ASCII
FTP
12 FTP 40
28.2.1

SMTP -V
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28  SMTP
Sendmail MTA SMTP
>>> SMTP 3

SMTP
sun % mail -v rstevens@noao.edu
To: rstevens@noao.edu
Subject: testing
1, 2, 3.
Sending letter ... rstevens@noao.edu...
Connecting to mailhost via ether... MTA (Sendmail)
Trying 140.252.1.54... connected.

220 noao.edu Sendmail 4.1/SAG-Noao.G89 ready at Mon, 19 Jul 93 12:47:34 MST

>>> HELO sun.tuc.noao.edu.
250 noao.edu Hello sun.tuc.noao.edu., pleased to meet you

>>> MAIL From:<rstevens@sun.tuc.noao.edu>

250 <rstevens@sun.tuc.noao.edu>... Sender ok
>>> RCPT To:<rstevens@noao.edu>

250 <rstevens@noao.edu>... Recipient ok

>>> DATA

354 Enter mail, end with "." on a line by itself

>>>
250 Mail accepted

>>> QUIT ]
221 noao.edu delivering mail
rstevens@noao.edu... Sent
sent.
5 SMTP HELO MAIL RCTP DATA QUIT
mai | subject
MTA MTA
TCP 25 220
noao. edu
Sendnai |
HELO sun. tuc.
noao. edu
MAIL RCPT
RCPT
DATA
QUIT
28-2 SMTP SMTP SMTP
“1 2 3 12 393
12 393

Received: by sun.tuc.nocao.edu. (4.1/SMI-4.1)

id AA00502; Mon, 19 Jul 93 12:47:32 MST
Message-Id: <9307191947.AA00502@sun.tuc.noao.edu.>
From: rstevens@sun.tuc.noao.edu (Richard Stevens)
Date: Mon, 19 Jul 1993 12:47:31 -0700
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Reply-To: rstevens@noao.edu
X-Phone: +1 602 676 1676

X-Mailer: Mail User’s Shell (7.2.

To: rstevens@noao.edu
Subject: testing

1, 2, 3.

5 10/14/92)

Recei ved: Message-ld: MTA

sun.1064 noao.smtp-
PSH 1:78(77) ack 1 1
0.0 550 noao.edu Sendmail 4.1/ ... \r\n
0.053197 (0.0532) 2 PSH 1:25(24) ack 78
HELO sun.tuc.noao.edu.\r\n
PSH 78:137(59) ack 25 3
0.300095 (0.2469) - 550 noac.edu Bello ... \r\n
0.349297 (0.0492) — PSH 25:64(39) ack 137
IL From: <rstevens@sun.tuc -noao.edu>\r\n >
PSH 137:183(46) ack 64
0.659995(0:3107) =350 <rotevens@sun.tuc.noao.edu>... \r\n
0.710105 (0.0501) 6 PSH _64:93(29) ack 183
RCPT To:<rstevens@noao.edu>\r\n
PSH 183:224(41) ack 93 7
0.990064 (0.2800) 5E0 <rstevens@noao.edu>... \r\n
0.997129 (0.0071) 8 PSH 93:99(6) ack 224
DATA\r\n
ack 99 9
1.259758 (0.262 ———————————————— |
(0.2626) PSH 224:274(50) ack 99 10
1.319947 (0.0602) 354 Enter mail, end with ... \r\n
1.359949 (0.0400) 1 ack 274
1.371820 (0.0119) 12 PSH 99:492(393) ack 274
(body of mail message) >
ack 492 13
1.859756 (0.4879) -—————————— |
1.860323 (0.0006) 14 PSH 492:495(3) ack 274
A\r\n
PSH 274:293(19) ack 495 15
2.040167 (0.1798) - 350 Mail accepted\r\n
2.061677 (0.0215) 16 PSH 495:501(6) ack 293
QUIT\x\n . >
PSH 293:323(30) ack 501 17
2.249888 (0.1882) - 53T moa0 edu delivering mailirin
28-2 SMTP
28.2.2 SMTP
SMTP 8 5 HELO MAIL RCPT
DATA QUIT

RSET
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28 SMTP
VRFY
NOOP OK 200
EXPN VRFY
Sendmail
4.4BSD Sendmail VRFY
forward
TURN TCP
Sendmail SEND SOML
SAML MAIL
28.2.3
1) envelope MTA SMTP
MAI L From <rstevens@un.tuc.noao.edu>
RCPT To: <estevens@oao.edu>
RFC 821 TCP
2) 9 Recei ved

Message-1d From Data Reply-To X-Phone X-Miiler To Subject

X-
Received
3) body
DATA
1000

content

28.2.4

MTA

Sendmail

RFC 822
RFC 822

RFC 822 NVT ASCII
DATA

MTA MTA

MTA
DATA

1 “ Connecting to mailhost via ether”

MTA MTA

MTA

.tuc.noao.edu mailhost
host DNS
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sun %host mail host

mai | host.tuc. noao. edu CNAME noao. edu
noao. edu A 140.252.1.54 1P
DNS ——

28-3 Internet 28-2
Tttt K )
| I
| I
I 1
[} |
i |
| [}
| Fm————=- 91
i = D
1 Lo r——— S
1 l 1
1 1
] I
: MTA| MTA MTA
: I
i ]
bmm e oo \

r==——=-1
1 - — - MTA
| I | J
\
Internet
r----1 I
1 - — MTA
| R
[ it /
I I
I i
\ MTA | MTA MTA
| i
| l |
| |
! r——----- hl :
: ft——{ | 1
1 L= 4
| 1
1 I
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| ]
| 1
! I
1 ]
L e e e e e e = — - o 7
28-3 Internet
4 MTA MTA
MTA MTA mailhost
SMTP MTA Internet
MTA MTA MTA

MTA SMTP
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28 SMTP
28.2.5 NVT ASCII
SMTP NVT ASCII 26.4
7 bit 8 hit 0
28.4 Internet
SMTP MIME MIME NVT ASCII
28.2.6
MTA MTA
Host Requirements RFC 30 4~5
1
28.3 SMTP
M X
VRFY EXPN
28.3.1 MX Internet
14.6 DNS MX
M X Internet RFC 974
[Partridge 1986 ] MTA MX
m farm com Internet MX Internet

sun % host ~a -v -t mx mlfarm.com

The following answer is not authoritative:

86388 IN MX
86388 IN MX

mlfarm.com

mlfarm.com

Additional information:
mercury.hsi.com
hsi86.hsi.com

86388 IN A
172762 IN A

MX
sun % mail -v ron@mlfarm.com

To: ron@mlfarm.com
Subject: MX test message

Sending letter ... ron@mlfarm.com...
Connecting to mlfarm.com via tcp...
mail exchanger is mercury.hsi.com
Trying 143.122.1.91... connected.

220 mercury.hsi.com ...

10
15

mercury.hsi.com
hsi86.hsi.com

143.122.1.91
143.122.1.6

MTA

-V

MTA

MX

SMTP
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MTA MX MX
sun
sun noao. edu SLIP
t cpdunp SLIP DNS 28-4
t cpdunp
1 0.0 sun.1624 > noao.edu.53: 2+ MX? mlfarm.com. (28)
2 0.445572 (0.4456) noao.edu.53 > sun.1624: 2* 2/0/2 MX
mercury.hsi.com. 10 (113)
3 0.505739 (0.0602) sun.1143 > mercury.hsi.com.25: S 1617536000:1617536000(0)
win 4096
4 0.985428 (0.4797) mercury.hsi.com.25 > sun.1143: S igiZgg:ggg;ggiZ:ﬁ:Ogg;gl
5 0.986003 (0.0006) sun.1143 > mercury.hsi.com.25: . ack 1 win 4096
6 1.735360 (0.7494) mercury.hsi.com.25 > sun.1143: P 1:90(89) ack 1 win 16384
28-4 MX
1 MTA mfarmcom MX 2 A
2 2 ‘o
RR MX 0 RR RR 1P
3~5 mercury. hsi.com SMTP TCP
220 6
mer cury. hsi.com m farm com
Internet MX UUCP
MTA MX
MTA DNS RFC 974 MTA MX
DNS IP MTA
DNS CNAM
BSD/386 rstevens@mail host .
tuc. noao. edu MTA Sendmail
1) Sendmail DNS mai | host . tuc. noao. edu CNAME
CNAME
sun %host -t cname mail host.tuc.noao. edu
mai | host.tuc. noao. edu CNAME noao. edu
2) noao. edu CNAME DNS
3) Sendmail DNS noao. edu MX
sun %host -t mx noao. edu
noao. edu MX noao. edu
4) Sendmail DNS noao. edu A 1P 140.252.1.54
A noao. edu 3 MX RR
5) 140.252.1.54 SMTP
CNAME MX noao. edu MX
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28 SMTP
 — A
DNS Sun0OS4.1.3 Sendmail MX
MX
28.3.2 MX
MX
sun DNS MX
sun % host -a -v -t mx sun.tuc.noao.edu
sun.tuc.noao.edu 86400 IN MX 0 sun.tuc.noao.edu
sun.tuc.noao.edu 86400 IN MX 10 noao.edu
Additional information:
sun.tuc.noao.edu 86400 IN A 140.252.1.29
sun.tuc.noao.edu 86400 IN A 140.252.13.33
noao.edu 86400 IN A 140.252.1.54
MX
noao. edu
SMTP vangogh. cs. ber kel ey. edu
sun. tuc. noao. edu 25 TCP
RST
vangogh % mail -v rstevens@sun.tuc.noao.edu
A test to a host that’s down.
EOT
rstevens@sun.tuc.ncao.edu... Connecting to sun.tuc.noaoc.edu. (smtp)...
rstevens@sun.tuc.noao.edu... Connecting to noao.edu. (smtp)...
220 noao.edu ...
SMTP
MTA sun. tuc. noao. edu noao. edu
28-5 TCP RST SYN t cpdunp
1 0.0 vangogh.3873 > 140.252.1.29.25: S 2358303745:2358303745(0)
2 0.000621 (0.0006) 140.252.1.29.25 > vangogh.3873: R 0:0(0) ack 2358303746 win 0
3 0.300203 (0.2996) vangogh.3874 > 140.252.13.33.25: S 2358367745:2358367745(0)
4 0.300620 (0.0004) 140.252.13.33.25 > vangogh.3874: R 0:0(0) ack 2358367746 win 0
28-5 SMTP
1 vangogh sun 1 IP 140.252.1.29 25 SYN 2
vangogh SMTP sun 2 IP 140.252.13.33 3
RST 4
SMTP 1 2
IP 1 “ host unreachabl e( )" 2
SMTP
IP 140.252.1.29 SYN 75 18-6 P 140.252.13.33

75 3 SYN 150

MX
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28.3.3 VRFY EXPN

VRFY
SMTP
Sendmail

Telnet

OK EXPN
Sendmail

Sendmail

sun % telnet vangogh.cs.berkeley.edu 25
220-vangogh.CS.Berkeley.EDU Sendmail 8.1C/6.32 ready at Tue, 3 Aug 1993 14:

59:12 -0700
220 ESMTP spoken here

helo bsdi.tuc.noao.edu

250 vangogh.CS.Berkeley.EDU Hello sun.tuc.noao.edu [140.252.1.29], pleased

to meet you

vrfy nosuchname

550 nosuchname... User unknown

vrfy rstevens

250 Richard Stevens <rstevens@vangogh.CS.Berkeley.EDU>

expn rstevens

250 Richard Stevens <rstevens@noao.edu>

HELO
P DNS
IP
VRFY
EXPN
VRFY EXPN
SMTP

sun % telnet whitehouse.gov 25
220 whitehouse.gov SMTP/smap Ready.

helo sun.tuc.nocao.edu
250

vrfy clinton
500 Command unrecognized

expn clinton
500 Command unrecognized

28.4 SMTP

Internet
SMTP

bsdi sun SMTP

14.5

550
EXPN

(sun.tuc.noao.edu) pleased to meet you.

Internet

ASCII MIME
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28 SMTP
28.4.1 SMTP
RFC 1425 [Klensin 19934] SMTP SMTP
ESMTP
EHLO HELO
250
SMTP RFC
IANA

4 SMTP 3 SMTP Telnet

Telnet

sun % telnet vangogh.cs.berkeley.edu 25

220-vangogh.CS.Berkeley.EDU Sendmail 8.1C/6.32 ready at Mon, 2 Aug 1993 15:
47:48 -0700

220 ESMTP spoken here

ehlo sun.tuc.noaoc.edu

250-vangogh.CS.Berkeley.EDU Hello sun.tuc.noao.edu [140.252.1.29], pleased
to meet you

250-EXPN

250-SIZE

250 HELP

220 EHLO 250
EXPN SIZE HELP RFC 821
ESMTP RFC 821

SIZE RFC 1427 [Klensin, Freed Moore 1993]
MAIL FROM

ASCII
Internet

ESMTP 250 SIZE
461

sun % telnet ymir.claremont.edu 25
220 ymir.claremont.edu -- Server SMTP (PMDF v4.2-13 #4220)

ehlo sun.tuc.noao.edu
250-ymir.claremont.edu
250-8BITMIME

250-EXPN

250-HELP

250-XADR

250 SIZE 461544960

8BITMIME RFC 1426 [Klensin 19934 BODY
MAIL FROM NVT ASCII 8 bit
EHLO 8BITMIME NVT ASCII
MIME MIME 8 bit
XADR X SMTP
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ESMTP HELP SIZE
X

sun % telnet dbc.mtview.ca.us 25
220 dbc.mtview.ca.us Sendmail 5.65/3.1.090690, it’s Mon, 2 Aug 93 15:48:50
-0700

ehlo sun.tuc.noao.edu

250-Hello sun.tuc.noao.edu, pleased to meet you
250-HELP

250-SIZE

250-XONE

250-XVRB

250 XQUE

EHLO EHLO

ESMTP

sun % telnet relayl.uu.net 25
220 relayl.UU.NET Sendmail 5.61/UUNET-internet-primary ready at Mon, 2 Aug
93 18:50:27 -0400

ehlo sun.tuc.nocao.edu
500 Command unrecognized

rset
250 Reset state
EHLO 500 250 RSET
HELO
28.4.2 ASCII
RFC 1522 [Moore 1993] RFC 822 ASCII
(coded word)
=7char set?encoding?encoded-text?=
charset us-ascii  is0-8859-x X
is0-8859-1 “or
encoding
1)Q quoted-printable
NVT ASCII 0 8 1
3 1 ‘o é 8
bit 0xe9 =E9 =20
ASCII
2) B 64 3 24bit 4 6 bit
6bit 64 NVT ASCII 28-6 3
RFC 1522

From: =?US-ASCII?Q?Keith_Moore?= <moore@cs.utk.edu>

To: =?1S0-8859-1?0?Keld_J=F8rn_Simonsen?= <keld@dkuug.dk>
CC: =?IS0-8859-12Q?Andr=E9_?= Pirard <PIRARD@vml.ulg.ac.be>
Subject: =?1S0-8859-1?B?SWYgeW91IGNhbiByZWFkIHRoaXMgeW8="2=
=?I150-8859-2?B?dSB1lbmR1cnNOYWS5kIHROZSBleGFtcGxlLg==2=
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28 QVITP

6Dbit | ASCIl || 6bit | ASCII || 6bit | ASCII || 6bit | ASCII
0 A 10 Q 20 g 30 w
1 B 1 R 21 h 31 X
2 C 12 5 22 i 32 y
3 D 13 T 23 j 33 z
4 E 14 U 24 k 34 0
5 F 15 v 25 1 35 1
6 G 16 w 26 m 36 2
7 H 17 X 27 n 37 3
8 1 18 Y 28 o 38 4
9 J 19 zZ 29 p 39 5
a K la a 2a q 3a 6
b L 1b b 2b r 3b 7
c M 1c c 2c s 3¢ 8
d N 1d d 2d t 3d 9
e (6] le e 2e u 3e +
f P 1f f 2f v 3f /

28-6 6 hit 64

From: Keith Moore <moore@cs.utk.edu>

To: Keld Jern Simonsen <keld@dkuug.dk>

CC: André Pirard <PIRARD@vml.ulg.ac.be>

Subject: If you can read this you understand the example.

64 4
SWYg 28-6 4 6 bit  S=0x12,W=0x16,Y=0x18  g=0x20

010010 010110 011000 100000

24 bit 3 8hit
01001001 01100110 00100000
=0x49 =0x66 =0x20
| f ASCII
28.4.3 Internet
RFC 822 NVT ASCII RFC 1521 [Borenstein
Freed 1993] MIME Internet
MIME SMTP ASCII
MIME RFC 822
NVT ASCII MIME
—_— SMTP SIZE MIME ASCII
 — MIME MIME
MIME MTA
MIME 5

M me- Ver si on:
Cont ent - Type:
Cont ent - Tr ansf er - Encodi ng:
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Content-1D:
Cont ent - Descri pti on:
Internet

M me- Version: 1.0
Content-Type: TEXT/PLAIN; charset=US- ASCI |

MIME 1.0 ASCII Internet
PLAIN TEXT charset=US-ASCI|I
Text MIME 7 28-7 RFC 1521 16
text plain
richtext
enriched richtext
multipart mixed
parallel
digest
altenative
message rfc822 RFC 822
partial
external-body
application octet-stream
postscript PostScript
image jpeg 1SO 10918
gif CompuServe
audio basic 8 bit ISDN w
video mpeg 1SO 11172
28-7 MIME

Content-Type

Content-Transfer-Encoding RFC 1521 5
1) 7bit NVT ASCII
2) quoted-printable ASCII
8hit 1
3) base64 28-6
4) 8bit ASCII 8bit 1
5) binary 8 hit
RFC 821 MTA 5 3 3 NVT
ASCII 8BITMIME SMTP 8bit
RFC1521 ASCII text guoted-printable
image audio video octet-stream application base64 RFC 821

MTA multipart message 7bit
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28  SMTP
multipart 28-8 RFC
mixed NextPart
1
1 2
us-ascii text/plain RFC
2 multipart OtherAccess
alternative 1 OtherAccess RFC 2
FTP MIME
FTP RFC

To: rfc-dist@nic.ddn.mil

Subject: RFC1479 on IDPR Protocol

Mime-Version: 1.0

Content-Type: Multipart/Mixed; Boundary="NextPart"
Date: Fri, 23 Jul 93 12:17:43 PDT

From: "Joyce K. Reynolds" <jkrey@isi.edu>

—-NextPart 1

A new Request for Comments is now available in online RFC libraries.

RFC

Below is the data which will enable a MIME compliant Mail Reader
implementation to automatically retrieve the ASCII version
of the RFCs.

—--NextPart 2
Content-Type: Multipart/Alternative; Boundary="OtherAccess"

—--OtherAccess

Content-Type: Message/External-body;
access-type="mail-server";
server="mail-server@nisc.sri.com"

Content-Type: text/plain

SEND rfcl479.txt

—--OtherAccess

Content-Type: Message/External-body;
name="rfcl479.txt";
site="ds.internic.net";
access-type="anon-ftp";
directory="rfc"

Content-Type: text/plain

~-OtherAccess—-

--NextPart--

28-8 MIME multipart
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MIME
1993

28.5

SMTP Internet

MIME

28.1 RFC 822
28.2
283 TCP

DATA QUIT
28.4
28.5

MIME RFC 1521 [Rose

NVT ASCII
ASCII SMTP MIME
7bit SMTP MTA

domain literal

TCP
HELO MAIL RCPT
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