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UDP .
IP
IP 9 |IP ARPANET
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TTL
TTL
IP TTL 01
TTL 0
ICMP* " Traceroute ICMP IP
IP
Traceroute TTL 1 IP
TTL 1
ICMP Traceroute
TTL 2
TTL 1 IP
ICMP
Traceroute UDP UDP
30 000
UDP “ K 6.5 ICMP
Traceroute ICMP
Traceroute TTL TCP/IP
Traceroute
8.3
Traceroute svr4 slip
bsdi bsdi slip 9600 b/s SLIP

svr4 % traceroute slip

traceroute to slip (140.252.13.65), 30 hops max, 40 byte packets
1 bsdi (140.252.13.35) 20 ms 10 ms 10 ms

2 s8lip (140.252.13.65) 120 ms 120 ms 120 ms

1 IP traceroute TTL
30 40 20 IP 8 UDP 12 12
1 TTL
TTL IP TTL
3 ICMP 5

TTL 1 3 ICMP 20ms 10ms 10ms TTL 2 3
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ICMP 120 ms TTL 2
traceroute traceroute
TTL N+1
TTL N
8-1 t cpdunp 1 bsdi
20 ms 10 ms ARP
t cpdunp
1 0.0 arp who-has bsdi tell svr4
2 0.000586 (0.0006) arp reply bsdi is-at 0:0:c0:6f:2d:40
3 0.003067 (0.0025) svr4.42804 > slip.33435: udp 12 [ttl 1]
4 0.004325 (0.0013) bsdi > svr4: icmp: time exceeded in-transit
5 0.069810 (0.0655) svr4.42804 > slip.33436: udp 12 [ttl 1]
6 0.071149 (0.0013) bsdi > svr4: icmp: time exceeded in-transit
7 0.085162 (0.0140) svr4.42804 > slip.33437: udp 12 [ttl 1]
8 0.086375 (0.0012) bsdi > svr4: icmp: time exceeded in-transit
9 0.118608 (0.0322) svr4.42804 > slip.33438: udp 12
10 0.226464 (0.1079) slip > svr4: icmp: slip udp port 33438 unreachable
11 0.287296 (0.0608) svr4.42804 > slip.33439: udp 12
12 0.395230 (0.1079) slip > svr4: icmp: slip udp port 33439 unreachable
13 0.409504 (0.0143) svr4.42804 > slip.33440: udp 12
14 0.517430 (0.1079) slip > svr4: icmp: slip udp port 33440 unreachable
81 svr4 dip traceroute tcpdump
UDP 33435 1
UDP 12 traceroute
40
t cpdunp TTL 1 IP [ttl 1] TTL 0 1
t cpdunp TTL
1
TTL 0
bsdi TTL 0 “ " ICMP
IP slip ICMP
ICMP* " 6.2 6-3 ICMP code
8-2 ICMP
0 78 15 16 31
(1) o 1 T
8
3K |
/ IP ( ) IP 8 /
8-2 ICMP
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TCP/IP 1
ICMP TTL 0 code 0
“ “ ICMP
115 code 1
8-1 9~14 TTL 2 3 3
ICMP
SLIP 7.2 Ping
1200b/s UDP 42 12 8 UDP
20 IP 2 SLIP 2.4 Ping
6-9 ICMP IP
IP 8 traceroute UDP 20
+8+20+8+2 58 960 b/s RTT 42 + 58/960
104 ms svr4 110 ms
8-1 42804 traceroute UDP
Unix 32768
traceroute ICMP UDP
traceroute
IP
TTL
traceroute IP
ICMP traceroute UbP
UDP
1 ICMP 3
4
ICMP IP UDP IP
IP 7.3 IP
2 A B traceroute B A
traceroute slip
svr4 traceroute
slip % traceroute svrd
traceroute to svrd4d (140.252.13.34), 30 hops max, 40 byte packets
1 bsdi (140.252.13.66) 110 ms 110 ms 110 ms
2 svrd (140.252.13.34) 110 ms 120 ms 110 ms
bsdi IP 140.252.13.66 SLIP
140.252.13.35 traceroute IP
bsdi
8-3
LAN traceroute
IP ifl if3 IP if4 if2

if2

if3
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I I
1 llﬂ if4l 3
2 2 B 2

8-3 traceroute

traceroute 1P
traceroute ICMP
P IP “ K

14.5 DNS IP

8.4

traceroute
8-4 sun NIC (Network Information Center)

sun % traceroute nic.ddn.mil
traceroute to nic.ddn.mil (192.112.36.5), 30 hops max, 40 byte packets

netb.tuc.noao.edu (140.252.1.183) 218 ms 227 ms 233 ms
gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 204 ms

1

2

3 butch.telcom.arizona.edu (140.252.104.2) 204 ms 228 ms 234 ms
4 Gabby.Telcom.Arizona.EDU (128.196.128.1) 234 ms 228 ms 204 ms
5 NSIgate.Telcom.Arizona.EDU (192.80.43.3) 233 ms 228 ms 234 ms
6
7
8
9

JPL1.NSN.NASA.GOV (128.161.88.2) 234 ms 590 ms 262 ms
JPL3.NSN.NASA.GOV (192.100.15.3) 238 ms 223 ms 234 ms
GSFC3.NSN.NASA.GOV (128.161.3.33) 293 ms 318 ms 324 ms
GSFC8.NSN.NASA.GOV (192.100.13.8) 294 ms 318 ms 294 ms
10 SURA2.NSN.NASA.GOV (128.161.166.2) 323 ms 319 ms 294 ms
11 nsn-FIX-pe.sura.net (192.80.214.253) 294 ms 318 ms 294 ms
12 GSI.NSN.NASA.GOV (128.161.252.2) 293 ms 318 ms 324 ms

13 NIC.DDN.MIL (192.112.36.5) 324 ms 321 ms 324 ms

8-4 sun ni c. ddn. ml traceroute

DDN NIC
nic.ddn. ml rs.internic.net “ InterNIC"

tuc. noao. edu tel com ari zona. edu
NASA Science Internet nsn. nasa. gov TTL 6 7 JPL (Jet
Propulsion Laboratory) TTL 11 sur a. net Southeastern Universities
Research Association Network TTL 12 GSl  Government Systems, Inc., NIC
TTL 6 2 RTT 590 RTT 234 262 IP

ICMP
TTL 3 1 RTT 204 TTL 2 1 233
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RTT
8-5 sun

sun % traceroute aw.com
traceroute to aw.com (192.207.117.2), 30 hops max, 40 byte packets

1 netb.tuc.noao.edu (140.252.1.183) 227 ms 227 ms 234 ms
2 gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 234 ms

3 butch.telcom.arizona.edu (140.252.104.2) 233 ms 229 ms 234 ms
4 Gabby.Telcom.Arizona.EDU (128.196.128.1) 264 ms 228 ms 234 ms

5 Westgate.Telcom.Arizona.EDU (192.80.43.2) 234 ms 228 ms 234 ms
6
7
8

uu-ua.AZ.westnet.net (192.31.39.233) 263 ms 258 ms 264 ms
enssl42.UT.westnet.net (192.31.39.21) 263 ms 258 ms 264 ms

t3-2.Denver-cnss97.t3.ans.net (140.222.97.3) 293 ms 288 ms 275 ms
9 t3-3.Denver-cnss96.t3.ans.net (140.222.96.4) 283 ms 263 ms 261 ms
10 t3-1.St-Louis-cnss80.t3.ans.net (140.222.80.2) 282 ms 288 ms 294 ms
11 t3-l.Chicago-cnss24.t3.ans.net (140.222.24.2) 293 ms 288 ms 294 ms
12 t3-2.Cleveland-cnss40.t3.ans.net (140.222.40.3) 294 ms 288 ms 294 ms
13 t3-1.New-York-cnss32.t3.ans.net (140.222.32.2) 323 ms 318 ms 324 ms
14 t3-1.washington-DC-cnss56.t3.ans.net (140.222.56.2) 323 ms 318 ms 324 ms
15 t3-0.Washington-DC-cnss58.t3.ans.net (140.222,58.1) 324 ms 318 ms 324 ms
16 t3-0.enssl36.t3.ans.net (140.222.136.1) 323 ms 318 ms 324 ms

17 Washington.DC.ALTER.NET (192.41.177.248) 323 ms 377 ms 324 ms
18 Boston.MA.ALTER.NET (137.39.12.2) 324 ms 347 ms 324 ms
19 AW-gw.ALTER.NET (137.39.62.2) 353 ms 378 ms 354 ms

20 aw.com (192.207.117.2) 354 ms 349 ms 354 ms

8-5 sun. t uc. noao. edu awcom traceroute

telcom ari zona. edu

west net. net (TTL 6 7) Advanced Network & Services
NSFNET t3.ans.net T3 45 Mb/s
al ter. net aw. com
85 IP
IP

Traceroute

(source routing)

. IP
" ICMP
. IP
Traceroute
Traceroute

Van Jacobson Traceroute
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1988 "
8-6
- . -
code| len | ptr | IPaddr#1 | IPaddr#2 | IPaddr#3 IP addr #9
11 1 4 4 4 4
86 IP
7-3
IP IP IP
IP 9
9
code 0x83 0x89
len ptr 7.3
LSRR SSRR IP
. 1
1 8-6
1 4
. (1) ptr
(2) (outgoing interface) IP
(3) 4
8-7 S
D Rl R2 R3
dest=D
{#R1,R2,R3}
dest =R1 dest = R2 dest=R3 dest=D
S o M e o M e B e ] P
87 IP
# 4 8 12 16 15 IP
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Host Requirements RFC TCP TCP
TCP
TCP
8.5.1 traceroute
traceroute -g
8 8 9
8-4 NIC nic.ddn. m |l NASA Science Internet 8-8
enss142. UT. west net. net (192.31.39.21)
NSFNET

sun % traceroute -g 192.31.39.21 nic.ddn.mil
traceroute to nic.ddn.mil (192.112.36.5), 30 hops max, 40 byte packets
1 netb.tuc.noao.edu (140.252.1.183) 259 ms 256 ms 235 ms

butch.telcom.arizona.edu (140.252.104.2) 234 ms 228 ms 234 ms
Gabby.Telcom.Arizona.EDU (128.196.128.1) 234 ms 257 ms 233 ms

enssl42.UT.westnet.net (192.31.39.21) 294 ms 288 ms 295 ms

t3-2.Denver-cnss97.t3.ans.net (140.222.97.3) 294 ms 286 ms 293 ms
t3-3.Denver-cnss96.t3.ans.net (140.222.96.4) 293 ms 288 ms 294 ms
t3-1.St-Louis-cnss80.t3.ans.net (140.222.80.2) 294 ms 318 ms 294 ms

* t3-1.Chicago-cnss24.t3.ans.net (140.222.24.2) 318 ms 295 ms
t3-2.Cleveland-cnss40.t3.ans.net (140.222.40.3) 319 ms 318 ms 324 ms

10 t3-1.New-York-cnss32.t3.ans.net (140.222.32.2) 324 ms 318 ms 324 ms

11 t3-1.Washington-DC-cnss56.t3.ans.net (140.222.56.2) 353 ms 348 ms 325 ms
12 t3-0.Washington-DC-cnss58.t3.ans.net (140.222.58.1) 348 ms 347 ms 325 ms
13 t3-0.enssl45.t3.ans.net (140.222.145.1) 353 ms 348 ms 325 ms

WOl b WN

14 nsn-FIX-pe.sura.net (192.80.214.253) 353 ms 348 ms 325 ms
15 GSI.NSN.NASA.GOV (128.161.252.2) 353 ms 348 ms 354 ms
16 NIC.DDN.MIL (192.112.36.5) 354 ms 347 ms 354 ms

8-8 NSFNET ni c. ddn. ml traceroute
16 RTT 350 ms 8-4
13 RTT 322 ms
16 NSFNET 8-5
3
ICMP netb butch
gateway.tuc.noao.edu Gabby enssl142.UT.west.net

Westgate. Telcom.Arizona.edu uu-ua.AZ.westnet.net

NSFNET NIC 19 8.5
enss142.UT.westnet.net

P 14.5 P
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P P
DNS

TTL 8 RTT

8-4 nsn- Fl X- pe. sura. net
NSFNET NASA Science Internet

8.5.2 traceroute

traceroute -G -9

8-5 NSFNET
netb gateway butch gabby
.tuc.noao.edu .telcomarizona. edu
gat eway gabby but ch
8-9
sun % traceroute -G netb -G gateway -G gabby westgate
traceroute to westgate (192.80.43.2), 30 hops max, 40 byte packets
1 netb (140.252.1.183) 272 ms 257 ms 261 ms

2 gateway (140.252.1.4) 263 ms 259 ms 234 ms
3 gateway (140.252.1.4) 263 ms !S * 235 ms !S

8-9 traceroute
TTL 3 RTT IS traceroute
ICMP* ” 6-3 type 3 code 5 TTL
3 RTT
gat eway gabby
TTL 2 3 gat eway TTL 2 gateway
gat eway TTL 1
TTL ICMP TTL gat eway TTL
2 ICMP
8-10 t cpdunp sun netb
SLIP t cpdunp -V
ID
SSRR “ ”
sun UDP netb
(west gat e) 8-7
gat eway gabby (west gat e)

traceroute

15 16
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5
1 0.0 sun.33593 > netb.33435: udp 12 [ttl 1]
(optlen=16 SSRR{#gateway gabby westgate} EOL)
0.270278 (0.2703) netb > sun: icmp: time exceeded in-transit
0.284784 (0.0145) sun.33593 > netb.33436: udp 12 [ttl 1]
(optlen=16 SSRR{#gateway gabby westgate} EOL)
4 0.540338 (0.2556) netb > sun: icmp: time exceeded in-transit
0.550062 (0.0097) sun.33593 > netb.33437: udp 12 [ttl 1]
(optlen=16 SSRR{#gateway gabby westgate} EOL)
0.810310 (0.2602) netb > sun: icmp: time exceeded in-transit
0.818030 (0.0077) sun.33593 > netb.33438: udp 12 (ttl 2,
optlen=16 SSRR{#gateway gabby westgate} EOL)
1.080337 (0.2623) gateway > sun: icmp: time exceeded in-transit
1.092564 (0.0122) sun.33593 > netb.33439: udp 12 (ttl 2,
optlen=16 SSRR{#gateway gabby westgate} EOL)
10 1.350322 (0.2578) gateway > sun: icmp: time exceeded in-transit
11 1.357382 (0.0071) sun.33593 > netb.33440: udp 12 (ttl 2,
optlen=16 SSRR{#gateway gabby westgate} EOL)
12 1.590586 (0.2332) gateway > sun: icmp: time exceeded in-transit
13 1.598926 (0.0083) sun.33593 > netb.33441: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate} EOL)
14 1.860341 (0.2614) gateway > sun:
icmp: gateway unreachable - source route failed
15 1.875230 (0.0149) sun.33593 > netb.33442: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate} EOL)
16 6.876579 (5.0013) sun.33593 > netb.33443: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate} EOL)
17 7.110518 (0.2339) gateway > sun:
icmp: gateway unreachable - source route failed
8-10 traceroute t cpdunp
8.5.3 traceroute
B B A
traceroute
sun bruno. cs. col or ado. edu
8-11
TTL 1~11 TTL 11~21
Internet
8-3 TTL 2 19
gat eway. t uc. noao. edu IP traceroute
TTL
2 TTL 19 TTL

3 18 4 17
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sun % traceroute —g bruno.cs.colorado.edu sun
traceroute to sun (140.252.13.33), 30 hops max, 40 byte packets

1 netb.tuc.nocao.edu (140.252.1.183) 230 ms 227 ms 233 ms
gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 234 ms

butch.telcom.arizona.edu (140.252.104.2) 234 ms 229 ms 234 ms
Gabby.Telcom.Arizona.EDU (128.196.128.1) 233 ms 231 ms 234 ms
NSIgate.Telcom.Arizona.EDU (192.80.43.3) 294 ms 258 ms 234 ms

JPL1.NSN.NASA.GOV (128.161.88.2) 264 ms 258 ms 264 ms
JPL2.NSN.NASA.GOV (192.100.15.2) 264 ms 258 ms 264 ms
NCAR.NSN.NASA.GOV (128.161.97.2) 324 ms * 295 ms

9 cu-gw.ucar.edu (192.43.244.4) 294 ms 318 ms 294 ms

10 engr-gw.Colorado.EDU (128.138.1.3) 294 ms 288 ms 294 ms

11 bruno.cs.colorado.edu (128.138.243.151) 293 ms 317 ms 294 ms

12 engr-gw-ot.cs.colorado.edu (128.138.204.1) 323 ms 317 ms 384 ms
13 cu-gw.Colorado.EDU (128.138.1.1) 294 ms 318 ms 294 ms

14 enss.ucar.edu (192.43.244.10) 323 ms 318 ms 294 ms

15 t3-1.Denver-cnss97.t3.ans.net (140.222.97.2) 294 ms 288 ms 384 ms
16 t3-0.enssld42.t3.ans.net (140.222.142.1) 293 ms 288 ms 294 ms

17 Gabby.Telcom.Arizona.EDU (192.80.43.1) 294 ms 288 ms 294 ms
18 Butch.Telcom.Arizona.EDU (128.196.128.88) 293 ms 317 ms 294 ms

19 gateway.tuc.noao.edu (140.252.104.1) 294 ms 289 ms 294 ms
20 netb.tuc.nocao.edu (140.252.1.183) 324 ms 321 ms 294 ms
21 sun.tuc.noao.edu (140.252.13.33) 534 ms 529 ms 564 ms

W~ bW N

8-11 traceroute
8.6
TCP/IP traceroute
TTL 1 UDP TTL 1
UDP ICMP 2
ICMP
LAN WAN traceroute IP
8.1 IP TTL 1 0
8.2 traceroute RTT RTT pi ng
8.3 traceroute
traceroute R1
R3 R2 TTL 1 TTL 1
1P traceroute
8.4

TTL ICMP TTL

R2
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8.5 8-8 sun netb
-V ICMP TTL
butch Gabby enssl142. UT. westnet. net

8.6 SunOS SVR4 -1 pi ng
-R
tcpdump
8.7 ping traceroute
8.8 ping traceroute
8.9 traceroute UDP
1 1.9

traceroute
E.4
8.10 RFC 1393 [Malkin 1993b]

t cpdunp
netb
255 253 252 249

33453
1024~5000
Solaris2.2
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